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DISCLAIMER 

The work associated with this report has been carried out in accordance with the highest technical standards 
and the MICIE partners have endeavoured to achieve the degree of accuracy and reliability appropriate to the 
work in question. However since the partners have no control over the use to which the information contained 
within the report is to be put by any other party, any other such party shall be deemed to have satisfied itself as 
to the suitability and reliability of the information in relation to any particular use, purpose or application. 

Under no circumstances will any of the partners, their servants, employees or agents accept any liability 
whatsoever arising out of any error or inaccuracy contained in this report (or any further consolidation, 
summary, publication or dissemination of the information contained within this report) and/or the connected 
work and disclaim all liability for any loss, damage, expenses, claims or infringement of third party rights. 
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1 JUSTIFICATION OF MAJOR COST ITEMS AND RESOURCES  

 

1.1 Brief Description of Work Performed by each Contractor 

 

Partner WP 
No. Description of task p/m 

1 Project Management – Coordination of administrative and financial matter; 
Coordination of Internal Consortium Meetings; Management Information 
among EC and Partners. Monitoring of project activities. Financial 
Distribution 

 
8.0 

2   
3   
4 Contribution on requirements identification and refinement of the 

requirements previously identified and reported in D4.1.1, with specific 
attention to the Secure Mediation Gateway and the ICT system 
interconnecting several Secure Mediation gateways.  
Detailed design of the  logical architecture of the Secure Mediation Gateway 
including  

• revision of the use cases,  

• definition of the functionalities and their assembly into logical 

entities,  

• definition of interactions among entities 

• definition of the activity diagrams  

• definition of the main interfaces at logical level,  

• definition of the database logical scheme. 

 

5 

5 The Software Design of the SMGW has been started. At this aim the 
structured O.M.G.  methodology and the corresponding U.M.L. 2.0 tools has 
been adopted. Thus, as first step, starting from the logical architecture 
defined in task 4003, the preliminary design of the deployment architecture 
has been performed. In addition to modules and applications that constitute 
the security technology stack, and to the Adaptor and PT interfaces, the 
following entities and macroentities that implement SMGW specific have 
been analized and designed 

Data/Metadata DB management 
Auditing engine 

 Information discovery engine  

SMGW Web Service client 

MICIE Services Register 

Communication Engine 

WS-Security 

Firewall & Intrusion Detection System 

SMGW manager  

Prediction Tool Interface 

 

12 

SC
O

M
 

6 The implementation and integration of the demonstrator has been started. 1.8 
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Partner WP 
No. Description of task p/m 

Priority has been given to the following basic functionalities, realized and 
tested during the present reporting period:  
• The Metadata Publisher daemon  

• The MetadataPublisherService Web Service  

• The PredictionPublisher Web Service   

For test purposes,  the remaining  functions, including those  related to 
Administration, Operation & Maintenance, Access control &  Security 
framework, Auditing engine, Subscription & Security Policy Manager, 
SMGW Data/Metadata DB Management have been temporarely 
implemented by direct editing of XML files and Database contents.  

Since the deployment architecture  adopts the Apache foundation open 
source  technological stack for Web Services, the Linux operating system 
has been selected has first target platform. 

7 Contribution to the preparation of papers and workshops 0.5 
 Total 27.3 

1 N/A  
2 Contribution to  

• D2.2.2 Interdependency modelling framework, indicators and 
models - second interim report – in which we have improved our 
security model towards a risk-based approach of real time security 
monitoring of Interdependent Services in CI. Using this model, we 
have modelled the FISR service which is a part of the reference 
scenario described in the D2.1.1 

0.3 

3 In this work package, the CRP Henri Tudor has continued to work on the 
refinement of the different components (taxonomy of the assurance level, 
security metrics, etc.) of the risk-based methodology. This work will be a 
contribution to the D3.2.2 

2 

4 Contribution to 
• D4.1.2 MICIE ICT system requirements – final version in which we 

have contributed to the elicitation of the secure mediation gateway 
requirements based on the security objectives described in the 
D4.1.1. 

• D4.2.1 Secure mediation gateway architecture preliminary version 
in which we have contributed to the elaboration of the specification 
of the  use cases of the smgw, the definition of the architecture 
(interfaces, etc.). we have also contribute to the description of 
secure communication support. 

5.1 

5 In this workpackage, CRP Henri Tudor has started to study the different 
technical frameworks based on the requirements defined in the WP4000. 

1.1 

6   
7 In this work package, CRP Henri Tudor has  

• Presented one paper to the Ares2010 conference (February, 15th – 
18th 2010),  

• Begun the preparation of the M5 plenary meeting and the 2nd 
international Workshop (19-21 may 2010). This event is co-
organized with Itrust. 

• Submitted successfully a paper to the ESREL 2010 conference 
(September 5-9, 2010) 

• Submitted successfully an article in the Ercim-News (n°81) 
• Published an article in the ITNATION2.0 paper (a Luxemburgish 

paper for IT professional) (March 2010) 

 
 
 

2.6 

C
R

PH
T

 

 Total 11.0 

C R A T 1 N/A  
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Partner WP 
No. Description of task p/m 

2 During the second reporting period CRAT continued the activity of BBN 
model design, starting from the modeling guidelines developed in D.2.2.1, 
scenarios and topology of the test network provided by the utility IEC.  
Starting from this premise, the construction of a static BBN model, 
constituted by the repetition, aggregation and refinement of the same basic 
BNs, was identified as the objective of the second reporting period. This new 
BN provides a unique description of a large portion of networks and services 
involved in the reference scenario. In particular it includes: 

- the MV feeders “Hanita” and “Zuriel”, characterized by 13 MV 
customers and several Remote Terminal Units, together with the 
related switches for grid reconfiguration purpose; 

- the SCADA centre and its telco devices; 
The model is able to evaluate the status of the following services: 

1) Power Supply to Final MV customers  
2) Remote Control of MV Disconnectors, being it the basis for 

more complex services such as 
• FISR: Fault Isolation and Service Restoration 
• Load shedding for defending Power Generation Plants  

First simulations of the models have been performed by using Genie 
simulation tool. The details of the work can be found in D2.2.2 
“Interdependency modelling framework, indicators and models - 
intermediate report”.  
This static BBN model has to be considered as the intermediate model, by 
which obtaining the final model during the last period of the project; it will 
be a Dynamic Bayesian Network  (DBN) built through the temporal 
repetition of the so called "time slice", identified as the static BBN model. 

3.3 

3 Starting from the work done during the first reporting period that lead to the 
identification of the semantics and the ontology subset to be used to describe 
models implemented in the prediction tool, the work has been focused on the 
specific model that most probably will be used in the MICIE prediction tool 
prototype: the MHR model. 
In particular, a formal description of MHR model by means of Entity-
Relations schemes has been realized. In particular, starting from the 
preliminary model defined during the first reporting period, the E-R diagram 
has been improved considering the new results coming from the modelling 
activities within the project. Thus, new entities have been included into the 
E-R scheme. 
Contribution to D3.2.1 “Common ontology and risk prediction algorithms – 
preliminary version”. 

2.8 
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Partner WP 
No. Description of task p/m 

4 During all the reporting period, CRAT performed the coordination of all the 
activities performed within WP4000. As WP4000 leader, CRAT also had the 
role of editor (other than of contributor) of both deliverables D4.1.2 “MICIE 
ICT system requirements – final version” and D4.2.1 “SMGW architecture – 
preliminary version”, producing the ToC, integrating and harmonizing 
partners contributions. 
Starting from the requirements already identified during the first reporting 
period, further analysis and studies have been done in order to identify other 
missing requirements. In particular, CRAT effort was oriented to the 
identification of SMGW operational and forensic analysis support 
requirements. 
Starting from the ER-schema designed within WP3000, it has been 
translated into an OWL-schema, and an OWL instance for the Electric CI 
and the Telecommunication CI has been created. 
In addition, starting from the preliminary studies done during the first 
reporting period regarding the information discovery framework to be 
supported by the SMGW to allow a dynamic exchange of information 
among remote CIs, two different approaches have been investigated: the first 
one based on the UPnP/OpenVPN framework, the second one based on the 
use of Web Services. Also, a performance comparison has been realized 
setting up a local testbed. 
Starting from the preliminary results about the design of the SMGW 
architecture, a more detailed architecture has been developed in cooperation 
with other partners. 
 

10.5 

5 Implementation of a prototypal inter-SMGWs message exchange based on 
Apache MUSE and WS Notification, and also an implementation of a 
prototypal inter-SMGWs message exchange based on the UPnP/OpenVPN 
technology. 
In addition, in cooperation with other partners, CRAT also started the 
implementation of a WS based framework for the exchange of information 
among remote SMGWs, based on WSO2. 
 

1.8 

6   
7 Contribution and submission, together with other partners, of 7 papers in 

international conferences. 
Participation to “Electricity 2009”, Tel Aviv, 3-4 November 2009. 
Participation to 1st MICIE industrial workshop, Haifa, 5 November 2009 and 
presentation of SMGW concepts. 
Contributions to D7.1.2 “Dissemination and Exploitation, Intermediate 
Report”. 
Teaching activities made during the courses provided at “Sapienza” 
University of Rome to both Master students and PhD students. 

2.6 

 Total 21.2 
1 N/A  
2 Contribution to the analysis of the reference scenario and to the definition of 

interdependency models.  
4.28 

3 Definition of interdependency models and interdependency indicators. 
Implementation of the reference scenario within MHR models. 

18.94 

4 Definition of prediction tool requirements, ontological representation of 
MHR model. Definition of an initial online test bed.  

2.72 

5 Implementation of an initial online test bed composed of two interconnected 
prediction tool, without considering security aspects. 

0.69 

6 N/A  
7 Various papers, including both journal and conference paper have been 

disseminated. Various other papers are currently under review. 
0.66 

R
O

M
A

3 

 Total 27.31 
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Partner WP 
No. Description of task p/m 

1 N/A  
2 Demonstration of the full applicability of “reliability of interconnected 

networks” modelling approach to the information and data already provided 
by the current reference scenario.  
A full performance model of FISR service, an initial  dependability model 
and worst case behaviour under attack have been dealt.  
A single heterogeneous network, composed by SCADA, Telco network and 
Power grid that support the service has been identified.  
Performance and dependability indicators of FISR service have been 
identified and   demonstrative calculations have been provided. 
Comparison criteria of WP2000 modelling approaches have been 
provided with the aim to give hints to WP3000 in developing  the on 
line risk prediction tool. 
Investigation of further aspects regarding new services and the enlargement 
of the reference  scenarios is  on going  with the stakeholder. 

8.0 

3 Interdependency models, performance and dependability indicators of QoS 
performed by the SCADA operator have been provided to feed the risk 
prediction  requirements. 
Models of interconnected networks(SCADA system model, the 
Telecommunication Network model,  the model of the power grid and their 
interconnections)  providing  FISR service, data and  parameters have been 
provided.     
A set of bilateral meetings WP2200/WP3000 have been performed to fully 
understand and address WP3000 feedbacks to WP2000. 

2.4 

4 ENEA has contributed to: 
 -functional requirement of Risk prediction tool. Other than MHR approach,  
different/complementary approaches for the estimation of the 
interdependency among infrastructure has been proposed. 
- investigation of the relationship between input data to models within risk 
prediction tool and field data through the adaptor.  

1.1 

5   
6   
7 Submission  and presentation of   papers  in international conferences as 

reported in to D7.1.2 “Dissemination and Exploitation, Intermediate 
Report”. 
Participation  and presentation of : 
- MICIE activities at “Electricity 2009” , Tel Aviv, 3-4 November 2009;  
- MICIE modeling activities at the 1st MICIE industrial workshop, Haifa, 5 
November 2009; 
Contributions to D7.1.2 “Dissemination and Exploitation, Intermediate 
Report”. 
 

 

E
N

E
A

 

 Total 12.6 
1 N/A  
2   
3 Taking into consideration the operational requirements and user needs from 

the point of view of further integration of Adaptor with CI, the metadata 
aggregation module has been developed. 

2.9 

4   
5 The software design of scalable Adaptor for connection to the CI has been 

started. Preliminary version of the Electrical CI Adaptor (EA) with most 
important elements has been performed. 

6.3 

6   
7   

PI
A

P 

 Total 9.2 
1 N/A 0 

IE C
 

2   
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Partner WP 
No. Description of task p/m 

3   
4 IEC contributes its final requirements to the interfaces between the 

demonstration system and SMGW. These requirements include: general 
requirements of the Adaptor which is proposed to connect CI's computer 
systems to SMGW, and specific requirements of the MICIE Adaptors. For 
the MICIE project, two specific Adaptors are proposed: Electrical Adaptor 
(EA) for connection between SCADA of the Electrical CI and SMGW and 
Communication adaptor (CA) for connection between NMS of the 
Communication CI and the SMGW. 

0.2 

5 IEC provided the OPC interface to connect between Electrical CI Control 
systems called Wizcon and the MICIE mediation GW. IEC provided the 
MTOSI/CORBA interface to connect between the Communication CI 
Management systems called Lightsoft and the SMGW. 
The SCADA system WIZCON server version 8.2.  This version has OPC 
server capability which means that a program runs under WINDOWS O/S 
has the privilege to access WIZCON database in real time by the standard 
OPC interface. 
The LightSoft , MTOSI is a standard interface allowing integration of Upper 
Level Management Systems (ULMS) and Network Management Systems 
(NMS) in an environment that requires inter-working between many 
different vendors, technologies, and systems. 
 

2.9 

6 As a coordinator of the WP6000 activities IEC has issued the deliverable 
D6.1 "Demonstration plan". The document describes the validation policy 
and Demo system architecture, which will be installed at the IEC premises.  
IEC designed the concept of the Demo system architecture. The Demo 
System will integrate the MICIE system components, CI models, Working 
Procedures of the CI, CI Reference Scenarios and Validation Procedures 
IEC propose to install the simulation test bench (STB). The main purpose of 
the STB implementation is to connect the real equipment as it is connected 
in the field. In IEC the electrical distribution network is operated by the 
SCADA system installed at the District Control Centre. All the command 
and control operations are implemented via the RTUs (ICUs) installed on the 
MV poles or in the secondary substations. The data is transferred bi-
directionally via radio channels. If there are some problems with the radio 
channel quality, the communication transmission network is used to transfer 
the data. In this case, the radio equipment is connected to the communication 
transmission network via store and forward equipment. 

4.3 

7 IEC contributed to the article "From the Heterogeneous Modeling and 
Analysis to an on Line Prediction Tool to Improve QoS of Interdependent 
Networks" published at the Electricity 2009 Conference; hold on the 1-
2Nov.2009 in Israel. 

• IEC hosted the MICIE Management Meeting hold in Haifa on the 
3-4Nov.2009 

• IEC organized the MICIE industry Workshop hold in Haifa on the 
5Nov.2009. 

The objective of the Workshop was the presentation of the technical 
solutions and models used in the on-line prediction tool of the MICIE to the 
End Users in the Energy, ICT and Control systems sectors, who gave their 
precious feedback to the project. 
More then 70 representatives from the SME, utility companies, High 
Technology Companies and Universities of the 6 countries took part in the 
Workshop.  Height presentations from the MICIE project, industry and 
academy were presented during the Workshop day. 
 

1.7 

 Total 9.1 



MICIE (225353) Title: Second Periodic Management Report 
 

File: MICIE (225353) -D1.2.2 Second Periodic Management Report  Rel. 1.0.doc Page 10 of 28 
 

Partner WP 
No. Description of task p/m 

1 N/A 
 

 

2 ITRUST defined and proposed to other partners a method to perform a 
security model of composite CIs. This methodology has been based on a 
modelling at service layer level and on an extended notion of the 
dependability to qualify the QoS level of component of the model. Presently, 
the result has been included in an internal document sent to every partner. 
This methodology has also been presented in a research thesis performed in 
the framework of the Master in Management of Information Systems 
Security at Luxembourg University. 

0 

3 Itrust defined and proposed to other partners a risk analysis methodology to 
compute easily the risk level of each service included in composite CIs and 
able to be included in the Prediction Tool, which will have to be deployed in 
the MICIE Gateway. This analysis has been based on the ISO 27005 risk 
analysis framework, and on ISO 15408 methodological approach. The result 
has been included in an internal document sent to every partner, and has 
been presented in a research thesis at Luxembourg of University. 
Itrust has proposed data format to describe risks to be shared among 
interconnected CI operators.  

2,6 

4 ITRUST has developed a Proof of concept of web service for the MICIE 
gateway and presented the solution at the Haïfa meeting. Itrust has also 
participated to the revision of the architecture of the MICIE Gateway 
according to his Proof of concept. 
ITRUST has redefined the protection profile of the SMGW gateway 
according to ISO 15408 for the communication between MICIE gateways. 
We first redefine the target of evaluation after training and advices from Mr. 
B. Krüger, Secretary of ISO/JTC1/SC27/WG3. And secondly, we define 
more deeply the protection profile, especially in providing the security 
functional requirements for the SMGW. (cf. Annexe D4.1.2) Itrust also 
reviewed the requirements defined by the other partners.  

6,9 

5   
6   
7 Itrust performed a French presentation of the MICIE project with the 

Luxembourg national electricity distributor and the national supervision 
authority (HCPN). M. Aubigny (itrust) successfully defended his Master 
thesis on composite CIs risk assessment based on the MICIE project 
framework at the University of Luxembourg. Itrust submitted through the 
LU delegation 13 comments on ISO 27010 based on the MICIE project 
developments; all have been accepted except one related to an alignment of 
the definition of CI, etc. with the EU Directive.  
Itrust submitted a paper to the Fourth Annual IFIP WG 11.10 International 
Conference on Critical Infrastructure Protection, but it has not been 
accepted, and contributed to the paper titled “Critical Infrastructure's 
Information Sharing System” for IFIP CIP 2010 Conference and to the 
COMPENG 2010 MICIE paper. 
Itrust started the preparation for an open Workshop to share ideas between 
our consortium, stakeholders, and other FP-7 projects. 

1 

IT
R

U
ST

 

 Total 10.5 
1 N/A  
2 Deterministic agent-based simulation model development continued. The 

model includes now the ECI model with reasonably necessary granularity 
level and reproduces successfully the SCADA fault isolation and system 
restoration (FISR) process found in reference scenario. Test runs of the 
model show the feasibility of Quality of Service indicators calculation by the 
model while simulating the FISR process. 

12.4 

3 Not participating  

M
U

L
T

 

4 Not participating  
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Partner WP 
No. Description of task p/m 

5 Not participating  
6 Activity not yet started for Multitel  
7 Activity not yet started for Multitel  
 Total 12.4 

1 N/A 
 

 

2 FCTUC took part in the workpackage meetings and technical discussions, 
with the study of the reference scenario and service oriented approach for 
critical infrastructures. FCTUC also contributed to Deliverable D2.2.2 
(Interdependency modelling framework and interdependency indicators and 
models – interim report), focusing on security and trust modeling topics. 

0.8 

3 FCTUC studied solutions for the inclusion of a trust model in risk prediction 
algorithms; ontologies and methods to exchange data with the field and feed 
the interdependency on-line evaluator. FCTUC contributed to Deliverable 
D.3.2.1 (Common Ontology and Risk Prediction Algorithms - preliminary 
version), focused on the definition of a common ontology. FCTUC was also 
responsible for the Internal Quality Review of this Deliverable.  

1.0 

4 FCTUC kept involved in the technical discussions leading to the definition 
of the general architecture of the SMGW, paying special attention to 
security, reliability and manageability (communication between SMGWs, 
security at service level, access control policies, meta-management of the 
SMGW, data integrity, redundancy at SMGW and communication levels, 
etc.). FCTUC has also proposed the adoption of trust and policy-based 
frameworks for device and service management. FCTUC made several 
contributions to D4.2.1 (Secure Mediation Gateway Architecture - 
preliminary version) and D.4.1.2 (MICIE ICT system requirements - final 
version). During this period FCTUC also prepared three papers (one of them 
co-authored with other MICIE partners) directly related to WP4000. 

1.1 

5 FCTUC participated in the work package meetings and technical 
discussions, paying special attention to the software design activities directly 
related with its previous contributions to WP4000. 
In order to provide input to the Software Design process (and the technical 
discussions of WP2000, WP3000 and WP4000), FCTUC also developed two 
early proof-of-concept prototypes, one of them for Trust and Reputation 
Management and the other for Policy-Based Management. 

2.6 

FC
T

U
C

 

6 FCTUC participated in the work package meetings and technical 
discussions, contributing to the Demo system definition and the 
Demonstration Plan. 

0.8 
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Partner WP 
No. Description of task p/m 

7 FCTUC coordinated WP7000 activities and developed the new version of 
the Project Web Portal, including its public section (with general 
information about the project and public technical documentation) and its 
intranet (private document repository, mailing lists, reporting tools, etc.). 
FCTUC was also in charge of the regular maintenance of this portal. 
FCTUC also assisted IEC in the organization of the 1st MICIE Workshop 
(Haifa, November 2009), and ITRUST and CPRHT in the organization of 
the 2nd MICIE Workshop (Luxembourg, May 2010). 
FCTUC established contacts with local industry potentially interested in the 
MICIE results and continued previous contacts with EDP S.A. (a large, 
international energy company) in order to integrate selected MICIE 
components in ongoing joint research. FCTUC also presented MICIE in the 
Innovation Forum on Security and Critical Infrastructure Protection (NET-
SCIP). 
During this reporting period FCTUC has authored or co-authored 6 scientific 
papers. In the context of WP7000 coordination, FCTUC was also 
responsible for the edition of Deliverable D.7.2 (Dissemination and 
Exploitation intermediate report) and other activities fostering to disseminate 
MICIE results and opening the way for potential exploitation activities, such 
as the preparation of the proposals for MICIE demonstrations (ICT 2010 
exhibit) and presentations (EUTC Annual Conference). 

 

 Total 7.4 
1   
2 Work on raw data modelling using statistics and Dynamic Bayesian 

Networks has been carried on. 
1 

3 An adaptable one-class SVM algorithm has been designed to analyze CIs’ 
data and detect abnormal patterns. The raw data from a shifting window is 
fitted to a probability distribution. The characteristics of that distribution 
then provide a way to tune the one-class SVM parameter, which controls the 
maximum percentage of outliers in the dataset. 
Dynamic Bayesian Networks (DBNs) and their ability to learn patterns from 
data have been further investigated. The way chosen to refine the models has 
been to perform automatic structure learning based on the training set of 
data, using the Bayesian Information Criterion (BIC score). In addition, 
conventional approaches like support vector machines (SVM), artificial 
neural network (ANN) and hidden Markov models (HMM) were also 
investigated for comparison purpose. 

15.2 

4   
5   
6   
7 Four papers have been prepared. 1.6 

IN
IB

R
A

D
 

 Total 17.8 
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1.2 Tabular Overview of Budgeted Cost and Actual Costs 
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