MICIE (225353) Title: Second Periodic Management Report

o
micIE

SEVENTH FRAMEWORK
PROGRAMME

FP7-1CT-SEC-2007.1.7

Specific Targeted Research Project

225353
MICIE

Tool for systemic risk analysis and secure mediation of data

exchanged across linked CI information infrastructures

PERIODIC MANAGEMENT REPORT

Second Reporting Period

D1.2.2 - First Periodic Management Report

Period covered: from 01/07/2009 to 30/04/2010

Date of preparation: 21/06/2010

Start Date of Project: 01/09/2008

Duration: 30 months

Project Coordinator Name: Paolo Capodieci

Project Coordinator Organisation Name: Selex Communications S.p.A.
Revision: 0.3

File: MICIE (225353) -D1.2.2 Second Periodic Management Report Rel. 1.0.doc Page 1 of 28




MICIE (225353) Title: Second Periodic Management Report

DISCLAIMER

The work associated with this report has been carried out in accordance with the highest technical standards
and the MICIE partners have endeavoured to achieve the degree of accuracy and reliability appropriate to the
work in question. However since the partners have no control over the use to which the information contained
within the report is to be put by any other party, any other such party shall be deemed to have satisfied itself as
to the suitability and reliability of the information in relation to any particular use, purpose or application.

Under no circumstances will any of the partners, their servants, employees or agents accept any liability
whatsoever arising out of any error or inaccuracy contained in this report (or any further consolidation,
summary, publication or dissemination of the information contained within this report) and/or the connected
work and disclaim all liability for any loss, damage, expenses, claims or infringement of third party rights.
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1 JUSTIFICATION OF MAJOR COST ITEMS AND RESOURCES

1.1 Brief Description of Work Performed by each Contractor

WP A
Partner No Description of task p/m
1 Project Management — Coordination of administrative and financial matter;
Coordination of Internal Consortium Meetings; Management Information 8.0
among EC and Partners. Monitoring of project activities. Financial
Distribution
2
3
4 Contribution on requirements identification and refinement of the 5
requirements previously identified and reported in D4.1.1, with specific
attention to the Secure Mediation Gateway and the ICT system
interconnecting several Secure Mediation gateways.
Detailed design of the logical architecture of the Secure Mediation Gateway
including
e revision of the use cases,
o definition of the functionalities and their assembly into logical
entities,
o definition of interactions among entities
o definition of the activity diagrams
o definition of the main interfaces at logical level,
o definition of the database logical scheme.
3
Q 5 The Software Design of the SMGW has been started. At this aim the 12
@ structured O.M.G. methodology and the corresponding U.M.L. 2.0 tools has
been adopted. Thus, as first step, starting from the logical architecture
defined in task 4003, the preliminary design of the deployment architecture
has been performed. In addition to modules and applications that constitute
the security technology stack, and to the Adaptor and PT interfaces, the
following entities and macroentities that implement SMGW specific have
been analized and designed
Data/Metadata DB management
Auditing engine
Information discovery engine
SMGW Web Service client
MICIE Services Register
Communication Engine
WS-Security
Firewall & Intrusion Detection System
SMGW manager
Prediction Tool Interface
6 The implementation and integration of the demonstrator has been started. 1.8
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WP .
Partner No Description of task p/m
Priority has been given to the following basic functionalities, realized and
tested during the present reporting period:
e The Metadata Publisher daemon
e The MetadataPublisherService Web Service
e The PredictionPublisher Web Service
For test purposes, the remaining functions, including those related to
Administration, Operation & Maintenance, Access control & Security
framework, Auditing engine, Subscription & Security Policy Manager,
SMGW Data/Metadata DB Management have been temporarely
implemented by direct editing of XML files and Database contents.
Since the deployment architecture adopts the Apache foundation open
source technological stack for Web Services, the Linux operating system
has been selected has first target platform.
7 Contribution to the preparation of papers and workshops 0.5
Total | 27.3
1 N/A

2 Contribution to

e D2.2.2 Interdependency modelling framework, indicators and
models - second interim report — in which we have improved our
security model towards a risk-based approach of real time security 0.3
monitoring of Interdependent Services in Cl. Using this model, we
have modelled the FISR service which is a part of the reference
scenario described in the D2.1.1

3 In this work package, the CRP Henri Tudor has continued to work on the
refinement of the different components (taxonomy of the assurance level, 2
security metrics, etc.) of the risk-based methodology. This work will be a
contribution to the D3.2.2

4 Contribution to

e DA4.1.2 MICIE ICT system requirements — final version in which we
have contributed to the elicitation of the secure mediation gateway
requirements based on the security objectives described in the
D4.1.1.

e DA4.2.1 Secure mediation gateway architecture preliminary version
in which we have contributed to the elaboration of the specification
of the use cases of the smgw, the definition of the architecture
(interfaces, etc.). we have also contribute to the description of
secure communication support.

5.1

CRPHT

5 In this workpackage, CRP Henri Tudor has started to study the different 1.1
technical frameworks based on the requirements defined in the WP4000.

7 In this work package, CRP Henri Tudor has

e Presented one paper to the Ares2010 conference (February, 15th —
18th 2010),

e Begun the preparation of the M5 plenary meeting and the 2™ 2.6
international Workshop (19-21 may 2010). This event is co-
organized with ltrust.

e Submitted successfully a paper to the ESREL 2010 conference
(September 5-9, 2010)

e  Submitted successfully an article in the Ercim-News (n°81)

e Published an article in the ITNATION2.0 paper (a Luxemburgish
paper for IT professional) (March 2010)

Total 11.0
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Partner \IQVOP Description of task p/m

2 During the second reporting period CRAT continued the activity of BBN 3.3
model design, starting from the modeling guidelines developed in D.2.2.1,
scenarios and topology of the test network provided by the utility IEC.
Starting from this premise, the construction of a static BBN model,
constituted by the repetition, aggregation and refinement of the same basic
BNs, was identified as the objective of the second reporting period. This new
BN provides a unique description of a large portion of networks and services
involved in the reference scenario. In particular it includes:

- the MV feeders “Hanita” and “Zuriel”, characterized by 13 MV
customers and several Remote Terminal Units, together with the
related switches for grid reconfiguration purpose;

- the SCADA centre and its telco devices;

The model is able to evaluate the status of the following services:
1) Power Supply to Final MV customers
2) Remote Control of MV Disconnectors, being it the basis for
more complex services such as
e FISR: Fault Isolation and Service Restoration
e Load shedding for defending Power Generation Plants
First simulations of the models have been performed by using Genie
simulation tool. The details of the work can be found in D2.2.2
“Interdependency modelling  framework, indicators and models -
intermediate report”.
This static BBN model has to be considered as the intermediate model, by
which obtaining the final model during the last period of the project; it will
be a Dynamic Bayesian Network (DBN) built through the temporal
repetition of the so called "time slice", identified as the static BBN model.

3 Starting from the work done during the first reporting period that lead to the 2.8
identification of the semantics and the ontology subset to be used to describe
models implemented in the prediction tool, the work has been focused on the
specific model that most probably will be used in the MICIE prediction tool
prototype: the MHR model.

In particular, a formal description of MHR model by means of Entity-
Relations schemes has been realized. In particular, starting from the
preliminary model defined during the first reporting period, the E-R diagram
has been improved considering the new results coming from the modelling
activities within the project. Thus, new entities have been included into the
E-R scheme.

Contribution to D3.2.1 “Common ontology and risk prediction algorithms —
preliminary version”.
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Partner \IQVOP Description of task p/m

4 During all the reporting period, CRAT performed the coordination of all the | 10.5
activities performed within WP4000. As WP4000 leader, CRAT also had the
role of editor (other than of contributor) of both deliverables D4.1.2 “MICIE
ICT system requirements — final version” and D4.2.1 “SMGW architecture —
preliminary version”, producing the ToC, integrating and harmonizing
partners contributions.

Starting from the requirements already identified during the first reporting
period, further analysis and studies have been done in order to identify other
missing requirements. In particular, CRAT effort was oriented to the
identification of SMGW operational and forensic analysis support
requirements.

Starting from the ER-schema designed within WP3000, it has been
translated into an OWL-schema, and an OWL instance for the Electric ClI
and the Telecommunication CI has been created.

In addition, starting from the preliminary studies done during the first
reporting period regarding the information discovery framework to be
supported by the SMGW to allow a dynamic exchange of information
among remote Cls, two different approaches have been investigated: the first
one based on the UPnP/OpenVPN framework, the second one based on the
use of Web Services. Also, a performance comparison has been realized
setting up a local testbed.

Starting from the preliminary results about the design of the SMGW
architecture, a more detailed architecture has been developed in cooperation
with other partners.

5 Implementation of a prototypal inter-SMGWs message exchange based on 1.8
Apache MUSE and WS Notification, and also an implementation of a
prototypal inter-SMGWs message exchange based on the UPnP/OpenVPN
technology.

In addition, in cooperation with other partners, CRAT also started the
implementation of a WS based framework for the exchange of information
among remote SMGWs, based on WSO?2.

6
7 Contribution and submission, together with other partners, of 7 papers in 2.6
international conferences.
Participation to “Electricity 2009”, Tel Aviv, 3-4 November 2009.
Participation to 1% MICIE industrial workshop, Haifa, 5 November 2009 and
presentation of SMGW concepts.
Contributions to D7.1.2 “Dissemination and Exploitation, Intermediate
Report”.
Teaching activities made during the courses provided at “Sapienza”
University of Rome to both Master students and PhD students.
Total | 21.2
1 N/A
2 Contribution to the analysis of the reference scenario and to the definition of | 4.28
interdependency models.
3 Definition of interdependency models and interdependency indicators. | 18.94
Implementation of the reference scenario within MHR models.
p 4 Definition of prediction tool requirements, ontological representation of | 2.72
= MHR model. Definition of an initial online test bed.
8 5 Implementation of an initial online test bed composed of two interconnected | 0.69
prediction tool, without considering security aspects.
6 N/A
7 Various papers, including both journal and conference paper have been | 0.66
disseminated. VVarious other papers are currently under review.
Total | 27.31
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Partner Description of task p/m

1 N/A

2 Demonstration of the full applicability of “reliability of interconnected 8.0
networks” modelling approach to the information and data already provided
by the current reference scenario.

A full performance model of FISR service, an initial dependability model
and worst case behaviour under attack have been dealt.

A single heterogeneous network, composed by SCADA, Telco network and
Power grid that support the service has been identified.

Performance and dependability indicators of FISR service have been
identified and demonstrative calculations have been provided.
Comparison criteria of WP2000 modelling approaches have been
provided with the aim to give hints to WP3000 in developing the on
line risk prediction tool.

Investigation of further aspects regarding new services and the enlargement
of the reference scenarios is on going with the stakeholder.

3 Interdependency models, performance and dependability indicators of QoS 2.4
performed by the SCADA operator have been provided to feed the risk
prediction requirements.

Models of interconnected networks(SCADA system model, the
Telecommunication Network model, the model of the power grid and their
interconnections) providing FISR service, data and parameters have been
provided.

A set of bilateral meetings WP2200/WP3000 have been performed to fully
understand and address WP3000 feedbacks to WP2000.

ENEA

4 ENEA has contributed to: 11
-functional requirement of Risk prediction tool. Other than MHR approach,
different/complementary approaches for the estimation of the
interdependency among infrastructure has been proposed.

- investigation of the relationship between input data to models within risk
prediction tool and field data through the adaptor.

(o)

7 Submission and presentation of papers in international conferences as
reported in to D7.1.2 “Dissemination and Exploitation, Intermediate
Report”.

Participation and presentation of :

- MICIE activities at “Electricity 2009” , Tel Aviv, 3-4 November 2009;

- MICIE modeling activities at the 1** MICIE industrial workshop, Haifa, 5
November 2009;

Contributions to D7.1.2 “Dissemination and Exploitation, Intermediate
Report”.

Total 12.6

1 N/A

3 Taking into consideration the operational requirements and user needs from 2.9
the point of view of further integration of Adaptor with ClI, the metadata
aggregation module has been developed.

PIAP
N

5 The software design of scalable Adaptor for connection to the Cl has been 6.3
started. Preliminary version of the Electrical ClI Adaptor (EA) with most
important elements has been performed.

Total 9.2

W o 1 N/A 0
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WP ..

Partner No Description of task p/m
3
4 IEC contributes its final requirements to the interfaces between the 0.2

demonstration system and SMGW. These requirements include: general
requirements of the Adaptor which is proposed to connect Cl's computer
systems to SMGW, and specific requirements of the MICIE Adaptors. For
the MICIE project, two specific Adaptors are proposed: Electrical Adaptor
(EA) for connection between SCADA of the Electrical CI and SMGW and
Communication adaptor (CA) for connection between NMS of the
Communication Cl and the SMGW.

5 IEC provided the OPC interface to connect between Electrical CI Control 2.9
systems called Wizcon and the MICIE mediation GW. IEC provided the
MTOSI/CORBA interface to connect between the Communication CI
Management systems called Lightsoft and the SMGW.

The SCADA system WIZCON server version 8.2. This version has OPC
server capability which means that a program runs under WINDOWS O/S
has the privilege to access WIZCON database in real time by the standard
OPC interface.

The LightSoft , MTOSI is a standard interface allowing integration of Upper
Level Management Systems (ULMS) and Network Management Systems
(NMS) in an environment that requires inter-working between many
different vendors, technologies, and systems.

6 As a coordinator of the WP6000 activities IEC has issued the deliverable 4.3
D6.1 "Demonstration plan”. The document describes the validation policy
and Demo system architecture, which will be installed at the IEC premises.
IEC designed the concept of the Demo system architecture. The Demo
System will integrate the MICIE system components, Cl models, Working
Procedures of the Cl, Cl Reference Scenarios and Validation Procedures

IEC propose to install the simulation test bench (STB). The main purpose of
the STB implementation is to connect the real equipment as it is connected
in the field. In IEC the electrical distribution network is operated by the
SCADA system installed at the District Control Centre. All the command
and control operations are implemented via the RTUs (ICUs) installed on the
MV poles or in the secondary substations. The data is transferred bi-
directionally via radio channels. If there are some problems with the radio
channel quality, the communication transmission network is used to transfer
the data. In this case, the radio equipment is connected to the communication
transmission network via store and forward equipment.

7 IEC contributed to the article "From the Heterogeneous Modeling and 1.7
Analysis to an on Line Prediction Tool to Improve QoS of Interdependent
Networks" published at the Electricity 2009 Conference; hold on the 1-
2Nov.2009 in Israel.
e |EC hosted the MICIE Management Meeting hold in Haifa on the
3-4Nov.2009
e |EC organized the MICIE industry Workshop hold in Haifa on the
5Nov.2009.
The objective of the Workshop was the presentation of the technical
solutions and models used in the on-line prediction tool of the MICIE to the
End Users in the Energy, ICT and Control systems sectors, who gave their
precious feedback to the project.
More then 70 representatives from the SME, utility companies, High
Technology Companies and Universities of the 6 countries took part in the
Workshop. Height presentations from the MICIE project, industry and
academy were presented during the Workshop day.

Total 9.1
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Partner \IQVOP Description of task p/m
1 N/A
2 ITRUST defined and proposed to other partners a method to perform a 0

security model of composite Cls. This methodology has been based on a
modelling at service layer level and on an extended notion of the
dependability to qualify the QoS level of component of the model. Presently,
the result has been included in an internal document sent to every partner.
This methodology has also been presented in a research thesis performed in
the framework of the Master in Management of Information Systems
Security at Luxembourg University.

3 Itrust defined and proposed to other partners a risk analysis methodology to 2,6
compute easily the risk level of each service included in composite Cls and
able to be included in the Prediction Tool, which will have to be deployed in
the MICIE Gateway. This analysis has been based on the 1SO 27005 risk
analysis framework, and on ISO 15408 methodological approach. The result
has been included in an internal document sent to every partner, and has
been presented in a research thesis at Luxembourg of University.

Itrust has proposed data format to describe risks to be shared among
interconnected CI operators.

4 ITRUST has developed a Proof of concept of web service for the MICIE 6,9
gateway and presented the solution at the Haifa meeting. Itrust has also
participated to the revision of the architecture of the MICIE Gateway
according to his Proof of concept.

ITRUST has redefined the protection profile of the SMGW gateway
according to ISO 15408 for the communication between MICIE gateways.
We first redefine the target of evaluation after training and advices from Mr.
B. Kriiger, Secretary of 1SO/JTCL/SC27/WG3. And secondly, we define
more deeply the protection profile, especially in providing the security
functional requirements for the SMGW. (cf. Annexe D4.1.2) Itrust also
reviewed the requirements defined by the other partners.

ITRUST

(o]

7 Itrust performed a French presentation of the MICIE project with the 1
Luxembourg national electricity distributor and the national supervision
authority (HCPN). M. Aubigny (itrust) successfully defended his Master
thesis on composite Cls risk assessment based on the MICIE project
framework at the University of Luxembourg. Itrust submitted through the
LU delegation 13 comments on ISO 27010 based on the MICIE project
developments; all have been accepted except one related to an alignment of
the definition of Cl, etc. with the EU Directive.

Itrust submitted a paper to the Fourth Annual IFIP WG 11.10 International
Conference on Critical Infrastructure Protection, but it has not been
accepted, and contributed to the paper titled “Critical Infrastructure's
Information Sharing System” for IFIP CIP 2010 Conference and to the
COMPENG 2010 MICIE paper.

Itrust started the preparation for an open Workshop to share ideas between
our consortium, stakeholders, and other FP-7 projects.

Total 10.5

[EEN

N/A

2 Deterministic agent-based simulation model development continued. The | 12.4
model includes now the ECI model with reasonably necessary granularity
level and reproduces successfully the SCADA fault isolation and system
restoration (FISR) process found in reference scenario. Test runs of the
model show the feasibility of Quality of Service indicators calculation by the
model while simulating the FISR process.

MULT

w

Not participating

4 Not participating
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Partner \IQVOP Description of task p/m

5 Not participating

6 Activity not yet started for Multitel

7 Activity not yet started for Multitel

Total 12.4

1 N/A

2 FCTUC took part in the workpackage meetings and technical discussions, 0.8
with the study of the reference scenario and service oriented approach for
critical infrastructures. FCTUC also contributed to Deliverable D2.2.2
(Interdependency modelling framework and interdependency indicators and
models — interim report), focusing on security and trust modeling topics.

3 FCTUC studied solutions for the inclusion of a trust model in risk prediction 1.0
algorithms; ontologies and methods to exchange data with the field and feed
the interdependency on-line evaluator. FCTUC contributed to Deliverable
D.3.2.1 (Common Ontology and Risk Prediction Algorithms - preliminary
version), focused on the definition of a common ontology. FCTUC was also
responsible for the Internal Quality Review of this Deliverable.

4 FCTUC kept involved in the technical discussions leading to the definition 1.1
of the general architecture of the SMGW, paying special attention to
security, reliability and manageability (communication between SMGWs,
security at service level, access control policies, meta-management of the
SMGW, data integrity, redundancy at SMGW and communication levels,
etc.). FCTUC has also proposed the adoption of trust and policy-based
frameworks for device and service management. FCTUC made several
contributions to D4.2.1 (Secure Mediation Gateway Architecture -
preliminary version) and D.4.1.2 (MICIE ICT system requirements - final
version). During this period FCTUC also prepared three papers (one of them
co-authored with other MICIE partners) directly related to WP4000.

FCTUC

5 FCTUC participated in the work package meetings and technical 2.6
discussions, paying special attention to the software design activities directly
related with its previous contributions to WP4000.

In order to provide input to the Software Design process (and the technical
discussions of WP2000, WP3000 and WP4000), FCTUC also developed two
early proof-of-concept prototypes, one of them for Trust and Reputation
Management and the other for Policy-Based Management.

6 FCTUC participated in the work package meetings and technical 0.8
discussions, contributing to the Demo system definition and the
Demonstration Plan.
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Partner \IQVOP Description of task p/m

7 FCTUC coordinated WP7000 activities and developed the new version of
the Project Web Portal, including its public section (with general
information about the project and public technical documentation) and its
intranet (private document repository, mailing lists, reporting tools, etc.).
FCTUC was also in charge of the regular maintenance of this portal.

FCTUC also assisted IEC in the organization of the 1st MICIE Workshop
(Haifa, November 2009), and ITRUST and CPRHT in the organization of
the 2nd MICIE Workshop (Luxembourg, May 2010).

FCTUC established contacts with local industry potentially interested in the
MICIE results and continued previous contacts with EDP S.A. (a large,
international energy company) in order to integrate selected MICIE
components in ongoing joint research. FCTUC also presented MICIE in the
Innovation Forum on Security and Critical Infrastructure Protection (NET-
SCIP).

During this reporting period FCTUC has authored or co-authored 6 scientific
papers. In the context of WP7000 coordination, FCTUC was also
responsible for the edition of Deliverable D.7.2 (Dissemination and
Exploitation intermediate report) and other activities fostering to disseminate
MICIE results and opening the way for potential exploitation activities, such
as the preparation of the proposals for MICIE demonstrations (ICT 2010
exhibit) and presentations (EUTC Annual Conference).

Total 7.4

2 Work on raw data modelling using statistics and Dynamic Bayesian 1
Networks has been carried on.

3 An adaptable one-class SVM algorithm has been designed to analyze Cls’ | 15.2
data and detect abnormal patterns. The raw data from a shifting window is
fitted to a probability distribution. The characteristics of that distribution
then provide a way to tune the one-class SVM parameter, which controls the
maximum percentage of outliers in the dataset.

Dynamic Bayesian Networks (DBNs) and their ability to learn patterns from
data have been further investigated. The way chosen to refine the models has
been to perform automatic structure learning based on the training set of
data, using the Bayesian Information Criterion (BIC score). In addition,
conventional approaches like support vector machines (SVM), artificial
neural network (ANN) and hidden Markov models (HMM) were also
investigated for comparison purpose.

INIBRAD

~N[o|o b~

Four papers have been prepared. 1.6

Total 17.8
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1.2 Tabular Overview of Budgeted Cost and Actual Costs

See on Next Page (to be replaced by table for 2" period)
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Cost Budget Follow-Up Table
Contract No.: 033914 Project Acronym: MICIE Date: 21/06/2010
Partner A Actual Costs (€} m Remaining
R I Type of Expenditure Budget Pariod 1 Poriod 2 Period 3 — % spent Budget (€)
SCOM Tatal person-rnonth 48 1,40 27 .30 2870 59 8% 19,30
RTD/Innovation 435.400,00 0,00 124.1585,00 124.198,00 28 5% 311.202 00
Demanstration 38.700,00 0,00 0,00 0,0% 38.700,00
Management 250.320 00 14.365,00 £3.629 00 77.994 00 31,2% 172.326,00
Other costs 0,00 0,00 0,0% 0,00
Total Costs 724.420,00 14.365,00 1687.627 00 0,00 202.192,00 27 3% 522.228 00
CRPHT Tatal person-rnonth 26 7,30 1095 18,29 70,3% 771
RTD/Innovation 294.580,00 57806 42 57427 19 126,233 51 42 5% 169.645,39
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 294.580,00 57806 42 57.427 19 0,00 125.233 51 42 5% 169.645,39
CRAT Tatal person-rmonth 32 13,00 2120 34200 1069% =220
RTD/Innovation 385.332,00 124 995 45 191.254 59 316.250 34 82,1% £9.0581 66
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 385.332,00 124 995 45 191.254 89 0,00 316.250 34 82,1% £9.0581 65
ROMA3 Tatal person-rnonth 59 20,12 2732 47 44 80.4% 11,56
RTD/Innovation 345.881 B0 124.240 71 163.618 57 287.859 28 832% 58.022 32
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 19.200,00 0,00 0,0% 19.200,00
Total Costs 365.081 60 124.240 71 163.618 57 0,00 287.859 258 78,8% 77222 32
ENEA Tatal person-rnonth 35 12,00 1260 24 B0 70,3% 10,40
RTD/Innovation 397 BB5 00 129.746,00 137.980 92 267.726 92 G7 3% 129.935,08
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 397 565 00 129.746 00 137.980 92 0,00 267.726 92 57 3% 129.935 08
PIAP Total person-rmonth 21 2 B0 920 11,80 a6 2% 920
RTD/Innovation 159.212,00 14.890,15 36.856 06 51.746.21 325% 107465 79
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 159.212,00 14.890,15 36.856 06 0,00 51.746.21 325% 107 465,79
IEC Tatal person-month 26 7,00 9,10 16,10 61.9% 9,90
RTD/Innovation 433.590,00 109.651,00 144.249 00 253.900,00 585% 179.950,00
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 433.590,00 109.651,00 144.249 00 0,00 253.900,00 58 5% 179.950,00
ITRUST Total person-rmonth 158 5 11 1524 101 5% -0.24
RTD/Innovation 124.557 00 37.82600 56.797 00 94 622 00 76,0% 29.5935 00
Demanstration 8.219,00 0,00 0,00 0,0% 8.219,00
Management 0,00 0,00 0,0% 0,00
Other costs 0,00 0,00 0,0% 0,00
Total Costs 132.776,00 37.825,00 56.797 00 0,00 94 522,00 71,3% 38.154,00
MULT Tatal person-rnonth 19 742 124 1978] 1041% 078
RTD/Innovation 216.000,00 85.086 89 144 766 43 22985332 106 4% -13.853 32
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 216.000,00 85.086,89 144.766 43 0,00 229.853 32 106 4% -13.853,32
FCTUC Total person-rmonth 17 3,10 740 10,50 B1 8% B .50
RTD/Innovation 206.400 00 33.465,00 108.372,00 141.637 00 58,7 % G4.563,00
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 206.400,00 33.465,00 108.372,00 0,00 141.537 00 58,7 % 54.563,00
UNIBRAD |Total person-month 16 350 17 80 21400 1338% -5 .40
RTD/Innovation 1580.800,00 20.545 00 37.300,00 5784500 320% 122.955,00
Demaonstration 0,00 0,0% 0,00
Management 0,00 0,0% 0,00
Other costs 0,00 0,0% 0,00
Total Costs 150.800,00 20.545 00 37.300,00 0,00 57.845,00 320% 122.955,00
TOTAL Tatal person-rnonth 314 82,28 165,76 0,00 245,05 79.0% 55 95
RTD/Innavation 3.180.017 60 745.221 61| 1.202.52006 0,00] 1.951.071 67 61.4%)| 1.225.945 93
Demanstration 46.919,00 0,00 0,00 0,00 0,00 0,0% 46.919,00
Management 250.320,00 14.365,00 £3.629,00 0,00 77.994 00 31.2% 172.326,00
Other costs 19.200,00 0,00 0,00 0,00 0,00 0,0% 19.200,00
Total Costs 3.496.455 B0 762.616 61| 1.266.449 06 0,00 2.029.085 57 580%| 1.467.390 93




MICIE (225353) Title: Second Periodic Management Report

1.3 Tabular Overview of Budgeted person-months and Actual person-
months

Person-Month Status Table

CONTRACT N°: 225353 Partner - Person-month per Workpackage
ACRONYM: MICIE
o =]
= = bs} [ o <
= = W = =4
PERIOD: 01/07/2009 to 30/04/2010 2 g £ 5 £ £, 2 5 & &g
= & o] = = = = o] = 2 =) =
= W =] (=] @ [ [ = = = [ =
Workpackage 1000: Project Management Actual WP total: 8 80
Planned WP total: 14 140
Interdependency Analysis
Workpackage 2000: and Maodelling Actual WP total:| 30,0 oo 03 33 43 a0 oo oo oo 124 0g 1.0
Planned WP total: 68 20 20 B0 120 230 oo 40 3n 120 20 20
Workpackage 3000: Fisk prediction system design Actual WP total:| 47,9 oo 20 28 190 240 29 oo 2h oo 10 152
Planned WP total: 68 oo 7 40 30 400 40 oo 50 on 20 B0
Workpackage 4000: Mediation system design Actual WP total:| 32,6 50 a1 105 27 110 oo 02 B9 oo 1.1 0.0
Planned WP total: 45 70 G0 120 B0 200 0o 20 an an 20 0.0
Development of on-line risk
prediction tool and Secure
Workpackage 5000: IMediation O Actual WP total:| 27,3885 120 1 18 a7 o000 B3 249 oo oo 2B 0.0
Planned WP total: 51 18,0 a0 70 30 0opo 50 30 on on 50 50
Workpackage 6000: Validation Actual WP total:| 6.85 18 oo oo ao  ooo oo 43 oo oo 0s8 0.0
Planned WP total: 42 40 on oo 00 300 120 150 20 1.0 30 20
Workpackage 7000: Dissetnination & Exploitation Actual WP total:| 12,9 0A 25 25 o7 11 oo 1.7 10 oo 1.1 15|
Planned WP total: 26 30 40 30 20 3n 0o 20 20 3n 30 10
Actual total:| 165,7 27,3 o | 212 213 126 0 9.2 91 05 124 74 7.8
r
Total Project Person-month Planned total:] 3140 48.0 26,0 | 320 590 350 210 | 260 150  19.0 17.0 | 16,0
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2 FORM C FINANCIAL STATEMENT PER ACTIVITY
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MICIE (225353)

Title: Second Periodic Management Report

1_|

FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {io e fiked in oy each benefclany}

225353
MICIE

SOO2010

QD200 B | this an adpsiment {0 a previous statement 7

Caollaborative project |

SELEX COMMUNICATIONS SPA

RTD [A) Dermoastration {B) Obhwar (D

Farzonnal costs

Total [A+B+C+D)

Subooniracting

Other dirsct costs

o rEutien
Requestied EU iribution

Did you recsive any financial iransfers of conbibutions in kind, free of chargs from third parties ar did the project
genersle any income which could be considerad 8 receipl asserding ba AL 17 of the grant agresment 7

Iy, please mention the amaunt (in €}

3. Declaration of interast yielded by ihe pre-financ o ba completad anl the conrdinatar|

Didthe pre-financing you recaned generabe any mberest acconding be det )l 15 F

Mo

Hyes, pieass mentan the amsunt{in £}

4. Cartificate on the methadalogy

Do youl declers sversge parsonnsl costs sccordng to AL IL141 7

s ihere o cemificate on the methodology provided by an ndependent audbor and accepted by the Commission
accordng to Al 4.4 7

i 1he

charged under

Iz ihere a cemificate on e fnancial statements provided by an independent suditor attached to this inancial
skatement accordng 10 ArLiL4.4 7

Cost of the c=rilicate (in £)

&, Banoficlary's declaration on its honowur
Wi declare on our honour that:

- lhe costs declared above sre dirsctly related bo lhe resources used Lo altain the objeclives of the project and fal wilhin the definition of
elghie cosls apecified in Acticdes 1194 and 1115 of the granl agreemeanl, and, il relevanl, Annes [ and Arlicde T (specal clauses) of the grant

apreamenl

- the recespts dedared sbove are the only financial trensders or confributions in knd, free of charge. from third parties and the only noome

generated by the project which could be considered as receipts according to AL 17 of the grant agreement;

= the interest declared sbove is the anly infersst Wslded by the pre-financing which galis whithin the definion of A1 1% of the grant sgresment;
- thiere Is full supponting documantation to justity the infarmation hereby declared. It will be made avaiiabie at the request of the Commission

and in the event of an audit Oy the Commissien andier by the Court of Audters andfer ther authorised representaiives.

Benefizian Mame ofthe Personis) Suthorised bo sign this

Diete & signatire

Prolo Capodieci

Printed on 2010-06-22 11:06
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MICIE (225353)

FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {io e fiked in oy each benefclany} |

225353
MICIE

QULTr2008
SOO2010

Parlic
dentity Code

Benefciary nr

Co5ls, Specify

Type of Activily

Total [A+B+C+D)

RTD [A) Demoastration {B)

Mlaaeagement (C) Obhwar (D

Farzonnal costs

Subooniracting

Other dirsct costs

Z, Declaration of receipls
Didl you receive any financial ransfars o canbribulicns i kind, free of charge from thind parlies o did lhe projecl G

genersle any income which could be considerad 8 receipl asserding ba AL 17 of the grant agresment 7
I yes, please mention the ameunl (in €}

4G cate an tha m [

Do you deciare average persenne| costs aecordng to A 0181 2 Mo
s there a cerificate on fhe methodelegy provided by an mdependent auditor and accepted by the Commission Ha
aceording 1o A 0144 7

Iz fhere a certificate on fhe fnancial statemenis provided by an independent sudior sfttached ta this finmncial
statement accordng 1o ALiLeA 7

Mo

Creat of the cadificste {in £}

&. Banaficiary's declaration on its honour
We declare On oL honour that:

- e costs declaned above are drecthy related b the resources used to attain 1he ebjectives of the preject and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are the only fnancial rensters or confrbutions in kKind, free of charge, Trom third perties and the enly income
genersied by the projedt whech could be considered as receipts aocording to &, 10,17 of the grant agreement;

= the interest declared above is the only interesl yielded by the pre-fnancing which falis whithin the definion of AL11L12 of the grant egreement;
= Ihere is full supparding decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and In the event of an audit by the Commission andfor by the Court of Audters endfor ther authonsed representatives.

Han 51 Autheesed Agn This F

Elienne D'HOEDT

sighadurs

Printed on 2010-06-22 11:03
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MICIE (225353) Title: Second Periodic Management Report

FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {io e fiked in oy each benefclany} |

225353 Collaboratve project |
MICIE

QD200 B | this an adpsiment {0 a previous statement 7

IVD201 0

CONSORIID FER LA RICERCA MELL' AUTCOMATICA, Farllc

E MELLE TELECOMUNICAZIONI © B AT delity Code HaEs5IZ

Benefciary nr

Co5ls, Specify

Type of Activily

RTD [A) Demoastralion {B)  Masagement (C) Obhwar (D Total (A+B+C+D)

Farzonnal costs

Subooniracting

Other dirsct costs

143,440
143,440

2, Declaration of receipls
Cid you recsive any finandial iransfers of conbribulions in kind, free of chargs from thid parlies o did the project i
qenersle any income which could be considered a receipd ascording bo AL 1T of the grant agreement 7
My, please mention the amaunl (n £}
4G cate an tha m [
Dovyou declare sverage parsonnel costs eocordngto ArL 11144 7 Mo
s there a cerificate on fhe methodelegy provided by an mdependent auditor and accepted by the Commission Ha
accordng to A 0l 4.4 7
Iz fhere a certificate on fhe fnancial statemenis provided by an independent sudior sfttached ta this finmncial He
statement accordng 1o ArLil4.4 7

Creat of the cadificste {in £}

&. Banaficiary's declaration on its honour
We declare On oL honour that:

- e costs declaned above are drecthy related b the resources used to attain 1he ebjectives of the preject and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are the only fnancial rensters or confrbutions in kKind, free of charge, Trom third perties and the enly income
genersied by the projedt whech could be considered as receipts aocording to &, 10,17 of the grant agreement;

= the interest declared above is the only interesl yielded by the pre-fnancing which falis whithin the definion of AL11L12 of the grant egreement;
= Ihere is full supparding decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and In the event of an audit by the Commission andfor by the Court of Audters endfor ther authonsed representatives.

Han & P 51 Autheesed Agn This F i:15
sighadurs

1 I Printed on 2010-06-21 18:23
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MICIE (225353) Title: Second Periodic Management Report

FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {io e fiked in oy each benefclany} |

225353 Collaboratve project |
MICIE

QD200 B | this an adpsiment {0 a previous statement 7

IVD201 0

UNIVERSITA DEGL STUDI ROMA TRE kit 95085107
dentity Code

UNIVERSITA DEGLI STUDI ROMA TRE Beneficiary nr B

Co5ls, Specify

Type of Activily

Total [A+B+C+D)

RTD [A) Demoastration {B)  Masagement (C) Obhwar (D

Parsonnal costs ¥ a 1 100,058
Subooniracting q 1] [i] 0 1]
Other direct costs X164 (1] [i] i 2184
81,357 o a 0 61,357

183.619 o Q 0 163,619

2, Declaration of receipls

Cid you recsive any finandial iransfers of conbribulions in kind, free of chargs from thid parlies o did the project i
qenersle any income which could be considered a receipd ascording bo AL 1T of the grant agreement 7

My, please mention the amaunl (n £}

4G cate an tha m [

Do you deciare average persenne| costs aecordng to A 0181 2 Mo
s there a cerificate on fhe methodelegy provided by an mdependent auditor and accepted by the Commission Ha
aceording 1o A 0144 7

Iz fhere a certificate on fhe fnancial statemenis provided by an independent sudior sfttached ta this finmncial He

statement accordng 1o ALiLeA 7

Creat of the cadificste {in £}

&. Banaficiary's declaration on its honour
We declare On oL honour that:

- e costs declaned above are drecthy related b the resources used to attain 1he ebjectives of the preject and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are the only fnancial rensters or confrbutions in kKind, free of charge, Trom third perties and the enly income
genersied by the projedt whech could be considered as receipts aocording to &, 10,17 of the grant agreement;

= the interest declared above is the only interesl yielded by the pre-fnancing which falis whithin the definion of AL11L12 of the grant egreement;
= Ihere is full supparding decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and In the event of an audit by the Commission andfor by the Court of Audters endfor ther authonsed representatives.

51 Autheesed Agn This F

sighadurs

1 I Printed on 20M0-06-21 18:24

File: MICIE (225353) -D1.2.2 Second Periodic Management Report Rel. 1.0.doc Page 20 of 28



MICIE (225353) Title: Second Periodic Management Report

FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {to be fiked in by 2ach beneficiary) |

TI5353 Collaboratve project |
MICIE

QDT 00 B = this an adpsiment {0 a previous statement 7

SVD2010

AGENZIA NATIOMALE PER LE NUCWVE TECHOLOGIE L'EMERGLA (21l

E L0 SVILLUFRD ECONOMICE SCSTENIBILE dentity Code 59588521

Benaficiary nr

Type of Activily

ration {81 Total [A+B+C+D)

73,273

Mlaseagement (C) Olhwar (D)

Parzannal costs

Subconiracting ] 0
Other dirsct costs g.088 & 088
58613 58,618

137,880
3485

o =l W= ) )
L = = =) =
2 =) = = R

um EL

Requested EU

2. Declaration of raceipts
Didl o recsive any financal rensfers o cantribulions i kind, free of charge fram hisd parlies or did lhe project

qenersle any income which could be considered a receipd ascording bo AL 1T of the grant agreement 7 Hg
My, please mention the ameunl (€}

4. & cate an tha m o

D you declane aversge personnel costs accordnigto A L1441 2 Ha
s there a cerificate on the methedelogy provided by an ndependent audibter and accepted by the Commession Ho
aceordng oA 144 ¥

Iz there a cerificate on the fnancial statemenls provided by an independent suditor attached ta this financial Ha

statement accordng 1o ArLil4.4 7

Cost of he cadificate fin £)

&. Baneficiary's declaraiion on its honour
Wie daclare on our honour that:

- Ine costs declpred above are drecthy related bothe resources used to attain the objectives of the project and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are te only francial transters of confributions in kind, free of charge, from third parties and the only income
generated by the project whech could be consdered as receipts aocording to Art 11T of the grant agreement;

= the interest declared sbove is the only inleres] yislded by the pre-fnancing which falis whithin the defintion of A4 1112 of the grand pgresment;
= Ihere is full suppading decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and in the ewent of an audit by the Commission andior by the Court of Audbers sndfor hier authoensed representatives.

Benafciards

51 Autheeised Agn This F

signafure

1—| Printed on 2010-06-21 1825
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MICIE (225353) Title: Second Periodic Management Report

FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {to be fiked in by 2ach beneficiary) |

225353
MICIE

Caollaborative project |

Q072008 ) s statement 7
SVD2010

dentity Code

Benaficiary nr

Type of Activily

Total [A+B+C+D)

RTD (A) el ration {81 Othver (D)

Melaeageament (G}

Parzannal costs

Subooniracting

Other direct costs

um EL
Requasted EU
2, Declaration of receipis
Did youl receive any finandal Iransfers oo contrbubions in kind, free of charge from third parlies or did the project Ho

genersle any income which could be considerad 8 receipl asserding ba AL 17 of the grant agresment 7
I yes, please mention the amaeun {in £}

4. cale an tha m o

D you declane aversge personnel costs accordnigto A L1441 2 Ha
s there a cerificate on the methedelogy provided by an ndependent audibter and accepted by the Commession Ho
aceordng oA 144 ¥

Iz there a cerificate on the fnancial statemenls provided by an independent suditor attached ta this financial Ha
statement accordng 1o ArLil4.4 7

Cost of he cadificate fin £)

&. Baneficiary's declaraiion on its honour
Wie daclare on our honour that:

- Ine costs declpred above are drecthy related bothe resources used to attain the objectives of the project and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are te only francial transters of confributions in kind, free of charge, from third parties and the only income
generated by the project whech could be consdered as receipts aocording to Art 11T of the grant agreement;

= the interest declared sbove is the only inleres] yislded by the pre-fnancing which falis whithin the defintion of A4 1112 of the grand pgresment;
= Ihere is full suppading decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and in the ewent of an audit by the Commission andior by the Court of Audbers sndfor hier authoensed representatives.

51 Autheeised Agn This F

signafure

Benafciards

1—| Printed on 2010-06-21 1826
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FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {to be fiked in by 2ach beneficiary) |

225353 Caollaborative project |
MICIE

QU008 ) us statement 7

V42010

il

Type of Activily

Total [A+B+C+D)
71,558

RTD [A) Demoastralion {B)  Masagement (C) Oibhwar (D

Farsonnal cosis

Subooniracting q 1]
Other dirsct costs 15,500 15,500
Indirect cosis 7.2 572X

T 1 144,24

5 144,242
L EL I e

o M=) W= ) ) )
L] =) = =) =]
< K] =l K] B =)

Raquaesied EU

2. Declaration of raceipts
Didl o recsive any financal Irensfers o cantribulions i kind, free of charge fram hisd parfies or did lhe project

gemerale any income which coud be considered 8 receipt acsording o AL 17 of the grant agreement 7 Hz
I yes, please mention the amounl {in €}

4. & cate an tha m o

Do you declare aversge parsonnel costs accordnig to A L1414 2 Ha
s there a cerificate on the methedelogy provided by an ndependent augibter and accepted by the Commession Ho
aceording 1o A 0144 7

Iz there a cerificate on the fnancial statemenls provided by an independent suditor attached ta this financial He

statement according 1o ALiLeA 7

Ceat of the cadiicate {in £}

&. Banaficiary's declaration on its honour

We daclare on o honour that:

- the costs declaned above are drecthy related b the resources used to attain 1he cbiectives of the preject and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
agresment

- the receipts dedared above ane e only Srancial tensters of confrbutions in kind, free of charge, Trom third parties and the only noome
genersied by ihe projed whech could be considered as receipts aocording to &, 1,17 of the grant agreement;

= the int=rest declared sbove is the anly inferast ywslded by the pre-fnancing which falis whithin the defintion of A0 12 of the grant egre=ment;
= Ihere is full suppading decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and In the event of an audit by the Commission andier by the Court of Audbors endior ther authensed representatives.

51 Authorise Agn This F

signafure

1 I Printed on 2010-06-22 09:57

File: MICIE (225353) -D1.2.2 Second Periodic Management Report Rel. 1.0.doc Page 23 of 28
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FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {to be fiked in by 2ach beneficiary) |

225353
MICIE

Caollaborative project |

QDT 00 B = this an adpsiment {0 a previous statement 7
SVD2010

2arlic

dentity Code 9TETIROTE

ITRUST CONSULTIMNG SARL

Benaficiary nr

Type of Activily

ration {81 Othver (D) Total [A+B+C+D)

Melaeageament (G}

Parzannal costs

Subooniracting

Other direct costs

um EL
Requasted EU

2. Declaration of raceipts
Didl o recsive any financal rensfers o cantribulions i kind, free of charge fram hisd parlies or did lhe project

qenersle any income which could be considered a receipd ascording bo AL 1T of the grant agreement 7 Hg
My, please mention the ameunl (€}

4. & cate an tha m o

D you declane aversge personnel costs accordnigto A L1441 2 Ha
s there a cerificate on the methedelogy provided by an ndependent audibter and accepted by the Commession Ho
aceordng oA 144 ¥

Iz there a cerificate on the fnancial statemenls provided by an independent suditor attached ta this financial Ha

statement accordng 1o ArLil4.4 7

Cost of he cadificate fin £)

&. Baneficiary's declaraiion on its honour
Wie daclare on our honour that:

- Ine costs declpred above are drecthy related bothe resources used to attain the objectives of the project and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are te only francial transters of confributions in kind, free of charge, from third parties and the only income
generated by the project whech could be consdered as receipts aocording to Art 11T of the grant agreement;

= the interest declared sbove is the only inleres] yislded by the pre-fnancing which falis whithin the defintion of A4 1112 of the grand pgresment;
= Ihere is full suppading decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and in the ewent of an audit by the Commission andior by the Court of Audbers sndfor hier authoensed representatives.

51 Autheeised Agn This F

Cario Harpes

signafure

Benafciards

1—| Printed on 2010-06-21 1827
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FPT - Grant Agreement - Annex VI - Collaborative project

Famn © - Financial Stetement {to be fiked in by 2ach beneficiary) |

225353
MICIE

Caollaborative project |

QDT 00 B = this an adpsiment {0 a previous statement 7
SVD2010

Parllc
MULTITEL ASBL ety Cede SRS

MULTITEL ASBL Berafciary nr 4

Type of Activily

Total [A+B+C+D)

ration {81 Othver (D)

Melaeageament (G}

Parzannal costs

Subooniracting

Other direct costs

um EL
Requasted EU

2. Declaration of raceipts
Didl o recsive any financal rensfers o cantribulions i kind, free of charge fram hisd parlies or did lhe project e

genersle any income which could be considerad 8 receipl asserding ba AL 17 of the grant agresment 7
I yes, please mention the amaeun {in £}

4. & cate an tha m o
D you declane aversge personnel costs accordnigto A L1441 2 Ha
s there a cerificate on the methedelogy provided by an ndependent audibter and accepted by the Commession Ho

aceordng oA 144 ¥

Iz there a cerificate on the fnancial statemenls provided by an independent suditor attached ta this financial Ha
statement accordng 1o ArLil4.4 7

Cost of he cadificate fin £)

&. Baneficiary's declaraiion on its honour
Wie daclare on our honour that:

- Ine costs declpred above are drecthy related bothe resources used to attain the objectives of the project and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are te only francial transters of confributions in kind, free of charge, from third parties and the only income
generated by the project whech could be consdered as receipts aocording to Art 11T of the grant agreement;

= the interest declared sbove is the only inleres] yislded by the pre-fnancing which falis whithin the defintion of A4 1112 of the grand pgresment;
= Ihere is full suppading decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and in the ewent of an audit by the Commission andior by the Court of Audbers sndfor hier authoensed representatives.

51 Autheeised Agn This F

Jokl Heneg

signafure

Benafciards
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TI5353 Collaboratve project |
MICIE

QDT 00 B = this an adpsiment {0 a previous statement 7

SVD2010

FACULDADE CIEMCIAS E TECHCLCGIA SartE anEEas4
D UNIVERSIDADE DE COIMERA dentity Code
Benaficiary nr 10

Type of Activily

RTD (A) b ration {81 Othver (D) Total [A+B+C+D)

Melaeageament (G}

Parsonnal cosis 0 ] L
Subconiracting ] 0 a b 0
Other dirsct costs 28798 [¥] a T 35,780
40633 0 a 0 40,638
108,372 0 [a} o 108,372

L EL LK "

Requested EU

2. Declaration of raceipts
Didl o recsive any financal rensfers o cantribulions i kind, free of charge fram hisd parlies or did lhe project

qenersle any income which could be considered a receipd ascording bo AL 1T of the grant agreement 7 Hg
My, please mention the ameunl (€}

4. & cate an tha m o

D you declane aversge personnel costs accordnigto A L1441 2 Ha
s there a cerificate on the methedelogy provided by an ndependent audibter and accepted by the Commession Ho
aceordng oA 144 ¥

Iz there a cerificate on the fnancial statemenls provided by an independent suditor attached ta this financial Ha

statement accordng 1o ArLil4.4 7

Cost of he cadificate fin £)

&. Baneficiary's declaraiion on its honour
Wie daclare on our honour that:

- Ine costs declpred above are drecthy related bothe resources used to attain the objectives of the project and fall within the definkion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are te only francial transters of confributions in kind, free of charge, from third parties and the only income
generated by the project whech could be consdered as receipts aocording to Art 11T of the grant agreement;

= the interest declared sbove is the only inleres] yislded by the pre-fnancing which falis whithin the defintion of A4 1112 of the grand pgresment;
= Ihere is full suppading decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and in the ewent of an audit by the Commission andior by the Court of Audbers sndfor hier authoensed representatives.

Benafciards

51 Autheeised Agn This F

Prof, Albeno Cavwaleine

signafure
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Famn © - Financial Stetement {io e fiked in oy each benefclany} |

225353
MICIE

Caollaborative project |

QD200 B | this an adpsiment {0 a previous statement 7
IVD201 0

URNVERSITY OF ERADFORD AEREAGTES

1

Type of Activily

RTD [A) Demoastralion {B)  Masagement (C) Obhwar (D Total (A+B+C+D)

Parsonnal

Subooniracting

Other dirsct costs

2, Declaration of receipls
Cid you recsive any finandial iransfers of conbribulions in kind, free of chargs from thid parlies o did the project i
qenersle any income which could be considered a receipd ascording bo AL 1T of the grant agreement 7
My, please mention the amaunl (n £}
4G cate an tha m [
Dovyou declare sverage parsonnel costs eocordngto ArL 11144 7 Mo
s there a cerificate on fhe methodelegy provided by an mdependent auditor and accepted by the Commission Ha
accordng to A 0l 4.4 7
Iz fhere a certificate on fhe fnancial statemenis provided by an independent sudior sfttached ta this finmncial He
statement accordng 1o ArLil4.4 7

the sudit Creat of the cadificste {in £}

&. Banaficiary's declaration on its honour
We declare On oL honour that:

- Ine costs declaned above are drectty related bo the resources used ta attain 1he objeciives of the preject and fall within the definiion of

eigble cosls dpecified in Acticles 1194 &nd 1115 of Ihe granl agreemenl, and, il redevanl, Annes [ and Srlicde T (specal clauses) of the grant
apreament:

- the receipts deciared above are the only fnancial rensters or confrbutions in kKind, free of charge, Trom third perties and the enly income
genersied by the projedt whech could be considered as receipts aocording to &, 10,17 of the grant agreement;

= the interest declared above is the only interesl yielded by the pre-fnancing which falis whithin the definion of AL11L12 of the grant egreement;
= Ihere is full supparding decumentabion (o justify the information hereby declared. |Lwill be made availabie & the request of the Commission
and In the event of an audit by the Commission andfor by the Court of Audters endfor ther authonsed representatives.

Benaficar Han if e Peg L5 Authoeised Agn This F

sighadurs
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