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DISCLAIMER 

The work associated with this report has been carried out in accordance with the highest technical standards 
and the MICIE partners have endeavoured to achieve the degree of accuracy and reliability appropriate to the 
work in question. However since the partners have no control over the use to which the information contained 
within the report is to be put by any other party, any other such party shall be deemed to have satisfied itself as 
to the suitability and reliability of the information in relation to any particular use, purpose or application. 

Under no circumstances will any of the partners, their servants, employees or agents accept any liability 
whatsoever arising out of any error or inaccuracy contained in this report (or any further consolidation, 
summary, publication or dissemination of the information contained within this report) and/or the connected 
work and disclaim all liability for any loss, damage, expenses, claims or infringement of third party rights. 
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1 JUSTIFICATION OF MAJOR COST ITEMS AND RESOURCES  

 

1.1 Brief Description of Work Performed by each Contractor 

 

Partner WP 
No. Description of task p/m 

1 Project Management – Coordination of administrative and financial matter; 
Coordination of Internal Consortium Meetings; Management Information 
among EC and Partners. Monitoring of project activities.  

 
1.7 

2 N/A  
3 N/A 0 
4 N/A 0 
5 N/A 0 
6 N/A 0 
7 N/A 0 

SC
O

M
 

 
 

Total 1.7 

1 N/A  
2 Contribution to  

D2.1.1 CI Reference Scenario and service oriented approach – preliminary 
report – in which we analyzed the approach of using a security assurance 
methodology to monitor the assurance level of the relevant security assets of 
the CIs and their interdependencies. 
D2.2.1 Interdependency modelling framework, interdependency indicators 
and models – in which CRPHT defines a security model aims to define the 
generic level of risks and assurance of the different critical services 
including the notion of interdependence between the different critical 
services based on security metrics. 

2 

3 Contribution to  
D3.1.1 Refined interdependency metrics and indexes for risk prediction 
formulation - preliminary version. CRP Henri Tudor has proposed a 
refinement of the composition of the security metrics of the security model 
proposed in D2.2.1 

0,6 

4 Contribution to  
D4.1.1 MICIE ICT system requirements - preliminary version - CRP Henri 
Tudor has participated at the determination of the security objectives of the 
ICT system by realizing an ICT system risk analysis in order to identify all 
potential issues and risks that can affect the whole system. 
D4.2.1 Secure mediation gateway architecture preliminary version- Based 
on the determined requirements that cover the security aspects of the ICT 
system, we have worked at the elaboration of a preliminary version of the 
architecture of the communication system. 

 
 

4,7 

5 N/A  
6 N/A  
7 N/A  

C
R

PH
T

 

 Total 7.3 

C R A T 1 N/A  
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Partner WP 
No. Description of task p/m 

2 Definition of the methodology to be used within the MICIE project in order 
to model CIs using BN technique. Identification of the requirements needed 
to design a model for CIs using BN technique. 
Definition of a guideline for the modelling process (for  a Bayesian Network  
modelling framework). 
Evaluation of the portions of Electric and Telco infrastructure provided by 
IEC, and the scenarios proposed by IEC. 
Contribution to deliverable D2.1.1 in terms of: 

•  data requirements needed to design a model for CIs using BN 
technique; 

•  finalization and quality review of the document 
Contribution to deliverable D2.2.1 in terms of: 

• explanation of Bayesian Belief Network; 
• definition of  a guideline for the modelling process; 
• preliminary evaluation of first portions of Electric and Telco 

infrastructure provided by IEC; 
• preliminary BN models of a portion of MV, HV and Telco 

infrastructures. 
• Indicators for risk evaluation and diagnostics. 

4.6 

3 Identification of the semantics and the ontology sub-set that will be used to 
describe models implemented in the prediction tool. 
Internal research on the CI-independent data format to be used in the context 
of the MICIE project in order to describe information related to CIs and to 
be used by the prediction tool. Data format is related to the ontology that 
will be defined within the MICIE context. 
Preliminary design of an ontology to describe MHR modelling framework 
and BN modelling framework. 

1.5 

4 Coordination of all the activities performed within WP4000. 
Definition of the overall MICIE framework system, including the Critical 
Infrastructures (CIs), the Secure Mediation Gateway (SMGW) and the 
prediction tool. 
Initial identification of the ICT systems for which it is needed to identify the 
requirements. Contribution to the definition of the requirements for the 
Secure Mediation Gateway and for their secure communication. 
Editing and contribution to D4.1.1 “MICIE ICT system requirements – 
preliminary version”. 
Identification of the role played by the ontologies in all the aspects of the 
project, in order to identify a set of common cross domain semantic elements 
useful to make different CI models and prediction tools to interoperate. In 
addition, a framework for information discovery in a distributed 
environment as been analysed and is currently under investigation. In 
particular, a solution using the UPnP standard and OpenVPN framework is 
being evaluated.  
Individuation of the main functional modules composing the secure 
mediation gateway architecture. In addition, both external and internal 
interfaces of the secure mediation gateway have been identified. 
Editing and contribution to D4.2.1 “MICIE secure mediation gateway 
architecture – preliminary version”. 

5.1 

5 N/A  
6 N/A  



MICIE (225353) Title: First Periodic Management Report 
 

File: MICIE (225353)-First Periodic Management Report  Rel. 1.0.doc Page 6 of 27 
 

Partner WP 
No. Description of task p/m 

7 Contribution to the definition of a dissemination and exploitation plan, 
aiming at identifying the most suitable and effective way to disseminate 
MICIE project results and illustrating the actions that will be performed by 
CRAT to exploit project outcomes. 
A set of international conferences and journals were identified as potential 
target for MICIE publications. 
Contribution to D7.1.1 “Dissemination and exploitation preliminary report”. 
Contribution to the preparation of several papers that are going to be 
submitted in relevant conferences. In particular, CRAT contributed to the 
preparation of a paper describing the new approach that is intended to be 
promoted in the project regarding the use of ontologies to describe CI’s 
models, with special focus on Bayesian Network modeling. 
Moreover, another paper under preparation describes the approach that is 
going to be used in the MICIE project for information exchange among 
remote CIs. 

1.8 

 Total 13 
1 N/A  
2 Contribution to D2.1.1 and D2.2.1 for the modelling issues regarding 

Holistic modelling approaches and mixed Holistic-Reductionistic 
approaches. A contribution has also be given in the definition of the IEC 
scenario. Participation to meetings. 

0.43 

3 Coordination of WP3000. 
Contribution to D3.1.1 for the refinement of MHR modelling, of the 
interdependency metrics and for the definition of evaluation procedures for 
interdependencies. Initial studies on the on-line tool have been carried on 
together with a research on the possibility of using an ontological framework 
to describe the MHR approach. Participation to meetings. 

1,33 

4 Contribution to D4.1.1 on the requirements related to the prediction tool that  
will be realized by MICIE. Some research has been conducted on the use 
ontologies to describe exchanged data between infrastructures, and data 
gathered from the field.  The possibility of building a distributed ontology is 
under investigation. Participation to meetings. 

0,2 

5 N/A  
6 N/A  
7 Presentations of some results in international conferences. 0,07 

R
O

M
A

3 

 Total 2 
1 N/A  
2 Coordination of WP2000 –Interdependency modelling and analysis – 

composed by the following active tasks:  
− Task 2001 -  CI Reference Scenario  
− Task 2002 – Service oriented approach 
− Task 2003 -  Interdependency metrics and indicators 
− Task2004  -   Modelling framework and interdependency analysis 
− Task 2005 – Dynamic Bayesian network modelling. 

 
Emission of deliverables  

− D2.1.1 “CI Reference Scenario and service oriented approach – 
preliminary report” 

− D2.2.1 “Interdependency modelling framework and  
interdependency indicators and models – preliminary report” 

 

10 

E
N

E
A

 

3 Extrapolation,  from  the preliminary set of services, interconnected 
networks providing such services, interdependency indicators what is  
worthwhile to be arranged to  foster the on line risk estimator 

1 
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Partner WP 
No. Description of task p/m 

4 Analysis of Secure Mediation Gateway requirements,  with the ideal aim of 
understanding the difference, the correlation and the interfaces between: 

− functional, ICT requirements and possible performance 
requirements of Secure Mediation Gateway 

− The functional, ICT requirements and possible performance 
requirements of the on line Risk prediction tool (WP 3000) 

0.5 

5   
6   
7 Paper “Risk analysis via heterogeneous models of SCADA interconnecting 

Power Grids and Telco Networks”, co-authored by ENEA, accepted at 
CRISIS 2009 www.crisis2009.org 

0.5 

 Total 12 
1 N/A  
2 N/A  
3 PIAP developed the most important elements of requirements for 

architecture of Adaptor connecting CI and MICIE gateway. Adaptor covers 
also functionalities of converter between OPC protocol and XML. 
Requirements for Adaptor middleware was determined, taking into account 
results of tasks 3001 and 3002. 
 

2.6 

4 N/A  
5 N/A  
6   
7   

PI
A

P 

 Total 2.6 
1 N/A 0 
2 During the first reporting period IEC has designed and provided 23 scenarios 

and 23 Functional Flow Block Diagrams (FFBD) which describe the 
operation and interdependencies between the CIs: Electrical MV grid and 
Communication transmission network. The scenarios and FFBD are based 
on IEC designed document named "Scenarios and Scenarios 
Interdependencies: Explanation for N squared diagram and Concept Level 
Data Flow Diagram". 
IEC provided interdependences parameters between Electrical 
CI and Communication CI. 
IEC provided the procedure dealing with fault location in medium voltage 
(MV) Network, using MV switches mounted in the distribution network and 
which are locally (Manually) or remotely (by Controllers) operated. This 
Procedure is used by the dispatchers and by the line team in IEC Districts. 
IEC provided the list of services of the Electrical grid. The name of the service
is "Power supply to the specific customer".  
IEC calculated and provided the Performance Indexes for evaluation of the
service level like: SAIDI (System Average Interruption Duration), SAIFI
(System Average frequency Interruption), CAIDI (Customer Average
Interruption Duration). Those performance indexes could be measured
calculated and controlled in real time for the whole system and for a specific
customer as well. 
In addition, IEC provided the procedure dealing with fault location in 
transmission communication grid, functions of NMS system of the 
Communication CI, and functions of Wizcon SCADA system. 
IEC provided documentation of   SCADA and NMS (Lightsoft). 
 

4.4 

IE
C

 

3 NA  
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Partner WP 
No. Description of task p/m 

4 IEC contributed the requirements to the interfaces between the 
demonstration system and SMGW. These requirements include: general 
requirements of the Adaptor which is proposed to connect CI's computer 
systems to SMGW, and specific requirements of the MICIE Adaptors. For 
the MICIE project, two specific Adaptors are proposed: Electrical Adaptor 
(EA) for connection between SCADA of the Electrical CI and SMGW and 
Communication adaptor (CA) for connection between NMS of the 
Communication CI and the SMGW. 
IEC will provide the OPC interface to connect between Electrical CI Control 
system called Wizcon and the MICIE SMGW. IEC will provide the 
MTOSI/CORBA interface to connect between the Communication CI 
Management system called Lightsoft and the SMGW. 
 

1.8 

5 N/A  
6 IEC proposed the DEMO system structure. The Demo system will be 

installed at the IEC premises.  
IEC surveyed interfaces for connection between CI's computer systems and 
the SMGW. OPC interface is proposed for connection between the Electrical 
CI SCADA named Wizcon and SMGW of the Electrical CI. 
MTOSI/CORBA interface is proposed for connection between the 
Communication CI NMS named Lightsoft and SMGW of the 
Communication CI. 
 

0.8 

7 N/A  
 Total 7.0 

1 N/A 
 

 

2 itrust has proposed a security modelling based on ISO 15408 methodology 
of risk assessment and results of the Celtic project Bugyo Beyond, and 
collaborated with the CRP to validate and revise the model. 
Itrust made a detailed review and proof-reading of the deliverable D2.2.1, 
and defined a model to describe the risk status of a CI: a draft paper on this 
has been submitted to the conference CRITIS 2009. 
Itrust started to work on the risks methodologies  

ICT requirements: ISO/IEC 18028-2, ISO/IEC 27002, etc. 
Risk management: ISO/IEC 13335 Management of information and 
communications technology security, etc. 
Risk analysis : ISO/IEC 27005, BS7799 
ISO 15408 methodology 

In that framework, Itrust has presented to the partners the risk analysis of 
ISO/IEC 27005 
 

3.0 

3 Itrust continued the work of WP2 by providing additional details on the 
description of the risk status for each CI component. 

0,7 

4 Itrust has participated at the risk identification of the ICT system 
interconnecting different SMGW.  
Itrust also participated to the definition of the forensic analysis requirements 
for the secure mediation gateway.  
Itrust defined a protection profile according to ISO 15408 for the 
communication between MICIE gateways, then weighted the different 
security objectives of this protection profile to come up with mandatory 
requirements on the design of the MICIE gateway 

0,7 

5   

IT
R

U
ST

 

6 N/A  
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Partner WP 
No. Description of task p/m 

7 Itrust prepared a French presentation of the MICIE project and organised 
presentations to stakeholders in Luxembourg: the national electricity 
distributor and the national supervision authority (HCPN). 
Itrust contributed to an article on MICIE in a journal called ITNews (edition 
of Mars 2009). 
Note that Itrust also submitted a paper to CRITIS and contributed to two 
master theses of the University of Luxembourg, by M Aubigny (itrust) on CI 
risk assessment methodology and J. Aubert (CRPHT) on EBIOS Risk 
assessment of the Gateway). 

0,4 

8 N/A  
 Total 4.8 

1 N/A  
2 Contribution to D2.1.1 - CI Reference Scenario and service oriented 

approach, interim report. The three-layer modelling approach is presented, 
introducing GSM network, power grid and Computer network layers. 
Contribution to D.2.2.1 – Interdependency Modelling Framework, 
Interdependency Indicators and Models - first interim report. The RAO 
simulator basics (the simulator will be used for deterministic 
interdependency modelling) are presented. A simple interdependency 
simulation model is developed using RAO-simulator. The model shows the 
possibility to tackle the interdependency problem and failure modes and 
calculates relevant performance indicators. One possible failure scenario saw 
studied with the model. 
Contribution to D.2.2.1 – Interdependency Modelling Framework, 
Interdependency Indicators and Models – Q3 quarterly management report. 
During the reporting period, modeling and simulation efforts have been 
continued. Three layer RAO simulation model of a part of ECI and CCI has 
been developed. The preliminary model includes three interconnected and 
interdependent infrastructure layers: (1) HV-MV substations with Telco 
rooms and FO cables, (2) electrical distribution grid and (3) SCADA and 
communication infrastructure. At this stage, the model covers the following 
scenarios related to HV-MV substations: Scenario 2000 – High voltage (HV) 
(161 KV) poles, on which a F.O. line is installed, fell; Scenario 2401 – 
Power supply failure at the telecommunication room located at the 
substation; Scenario 2402 – Destruction of Telecommunication Room at 
Substation. The model includes outside temperature evolution simulation 
and its influence on the Telco room temperature in case of power failure. 

7.4 

3 N/A  
4 N/A  
5 N/A  
6 N/A  
7 N/A  

M
U

L
T

 

 Total 7.4 
1 N/A 

 
 

2 Contribution to D2.1.1 - CI Reference Scenario and service oriented 
approach, interim report. Security modelling versus MICIE Alerting 
System, Service Oriented Approach. 

Contribution to D.2.2.1 – Interdependency Modelling Framework, 
Interdependency Indicators and Models - first interim report. Security 
Modelling. 

0.715 

FC
T

U
C

 

3 Preliminary contribution to D.3.2.1 – Common Ontology and Risk Prediction 
Algoritms - preliminary version. Ontologies. 

0.715 
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Partner WP 
No. Description of task p/m 

4 Contribution to D4.1.1 – MICIE ICT system requirements - preliminary 
version. ICT system interconnecting different SMGW, risk identification, 
reliability and availability. 
Preliminary contributions to D.4.2.1 - Secure Mediation Gateway 
Architecture - preliminary version. Definition of the general architecture of 
the SMGW and communication mechanisms. 

0.640 

5 N/A - 
6 N/A 

 
- 

7 Preparation of the Project Website, including management of navigation 
structure, user accounts, mailing lists, intranet and reporting tools. 
Preparation of dissemination materials (flyer, powerpoint templates, flyer 
templates, etc.) 
Preparation of D7.1.1 Dissemination and Exploitation preliminary report. 
Definition of the ToC and edition of the document. 
Coordination of WP7000 activities. 

1.0 

8   
 Total 3.1 

1   
2 Our major task under this WP is to make contributions to Dynamic Bayesian 

Network modelling and statistics analysis towards software tool design and 
development via exploitation of machine learning techniques, including 
DBN, NN and SVM etc. Consequently, our work during this period is 
carried out in three phases: (i) literature survey on Dynamic Bayesian 
Network modelling, from which existing state of the art can be identified as 
our starting point to ensure that our work will forward such existing state of 
the art; (ii) statistics analysis and corresponding DBN implementation, in 
which the essential objective is to design a complete statistics analysis 
algorithm to pre-process input data set, and hence extract their statistics to 
drive the DBN and its implementation; (iii) performance evaluation of DBN 
towards input data analysis and modelling. 

2.3 

3 In this work package, our task is to contribute algorithm development for 
computerized risk analysis and prediction. To this end, we have developed a 
SVM-based approach and applied this algorithm to practical network data to 
test its performances on detecting undesired patterns and predict possible 
risks for network infrastructure. Such initial work has been accepted for 
publication in CISIS’09: Second International Conference on Computational 
Intelligence in Security for Information Systems, to be published in Lecture 
Notes in Computer Science Series by Springer. 
 

1.0 

4   
5   
6   

IN
IB

R
A

D
 

7 Contributions have been made towards disseminating the MICIE project and 
its concept both inside the consortium and outside the consortium in 
scientific communities. While dissemination inside the consortium is mainly 
represented by attending project meeting and technical meetings, 
dissemination outside the consortium is mainly publishing our research work 
in learnt international conferences and journals. One such publication is 
listed as follows: 
 
Y. Jiang, J. Jiang and P. Capodieci, ‘A SVM based behaviour monitoring 
algorithm towards detection of un-desired events in critical infrastructures’, 
CISIS’09: 2nd International Conference on Computational Intelligence in 
Security for Information Systems, Springer, Lecture Notes in Computer 
Science, September 23~26, Spain, 2009; 
 

0.3 
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Partner WP 
No. Description of task p/m 

 Total 3.6 
 
 



MICIE (225353) Title: First Periodic Management Report 
 

File: MICIE (225353)-First Periodic Management Report  Rel. 1.0.doc Page 12 of 27 
 

 

1.2 Tabular Overview of Budgeted Cost and Actual Costs 

 
 
 

See on Next Page 
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1.3 Tabular Overview of Budgeted person-months and Actual person-months 
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2 FORM C FINANCIAL STATEMENT PER ACTIVITY 
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