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Abstract: Critical infrastructure (CI) services are consumbyl the society
constantly and we expect them to be available 24sha day. A common definition
is that Cls are so vital to our society that aufision or destruction would have a
severe impact on the social well-being and the eocgnon a national and an
international level. Cl sectors include, amongstheod, the electricity,
telecommunication, air traffic and transport sextd@ls can be mutually dependent
on each other and a failure in one infrastructuen cascade to another
interdependent infrastructure to cause servicagigms. Methods to better assess
and monitor Cls and their interdependencies inrot@@redict possible risks have to
be developed. In this work we present a Cl modglipproach called Cl security
modelling and RESCI-MONITOR, a tool that allows iexmenting a Cl security
model. The CI security model allows to monitor @&ndces and its associated
dependencies in real-time by evaluating the currisktin Cl services. The multi-
agent based support tool RESCI-MONITOR is able ftxeive real-time
measurements from the infrastructure, transforrmtheto risk parameters and
evaluate them in combination with the current riskdependent infrastructure
services.
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1. Introduction

Critical infrastructures (Cl) provide services thatild the centre of our society and
economy. For example, telecommunication infrastmas allow us to communicate with
people and businesses at remote locations, tranapdrair traffic infrastructures allow us
to travel to places far away for free-time or besm activities. The electricity infrastructure
enables a variety of services and applications weatake for granted. Furthermore, Cls
depend on each other. A good example is the ataggtimfrastructure that is a requirement
for all other Cls, since almost everything relieseaoconstant supply of energy nowadays. A
failure in one CI can cascade to other Cls and eaesvice disruptions. To operate
complex systems like Cls can be problematic angrGViders put substantial effort into
keeping Cls running and reduce risks of any kindgekample the risk of failure, the risk of
intrusion or the risk of incorrect operation.

In the context of risk in critical infrastructuresspecially when taking the dependencies
between infrastructures into account, some reseagueltions can be raised. One question
would be "How to address the complexity of Cls?h d&pproach that we evaluate is the
partitioning of Cls into smaller, easier to commet entities. That leads to the next
guestion "What is an adequate and useful way dftipaming CIs?". In general, a flexible
way of representing portions of Cls following thesal structure, portable to the various CI



sectors and their structural variety should be stigated. The approach that will be
followed in this work is a service oriented apptoachich means that Cls are structured
into services they provide to customers.

Another relevant question is "How to address tepetidencies between Cis?". A CI
provider might need the services of another Cl pl@vto be able to operate. A way to
notify dependent Cls or CI services of changehédervice level would be beneficial and
allow CI providers to react adequately to risksl@pendent services and prevent failures
from cascading. That leads to the last two questibat will be covered in this work: "How
can Cls be compared?" and "How can informationHagesl between CI providers in order
to enhance security?". The main problem is that &ésoperated by different providers.
Each provider has different infrastructure, operatstrategies, business models, trade
secrets, etc. Providers hesitate to share inténfi@mation that is often confidential and
not intended to be shared with external partiestheuamore, even if information is shared,
the diversity of the infrastructures might makalifficult for an expert in one domain to
interpret information received from a ClI that id4 nelated to his expertise. One approach to
solve this problem can be abstraction. In this weekfollow the approach of abstracting
information gathered from Cls to risk related paetans which will be the same for all Cli
sectors. This enables us to compare different @dsemcourages information sharing since
no internal, possibly confidential, information dedo be shared.

Related work focuses on different approaches tan@Gtlelling (e.g. [1,2,3]) and risk in
general (e.g. [4]) as well as risk assessmentnasittn and calculation in Cls (e.qg. [5,6,7]).

2. Objectives

The security modelling approach tries to addresesctiallenge of on-line monitoring of the
state of ClI services and their interdependent sesviFurthermore, another advantage of
our approach is the reduction of the complexityaotervice through abstraction to a
common (risk related) set of parameters. This essatd compare Cls designed to serve a
very different purpose (electricity, telecommuniggf air traffic,...) and that are composed
of very different infrastructure components. Uspafiformation about the state of Cls is
confidential and providers hesitate to share ti@mnation that would enhance security of
their infrastructure or the quality of their semsc Information sharing between Cls is seen
as a key feature to enhance CI protection and wé& that the abstraction to a small set of
common parameters will encourage service provitiershare them with interdependent
providers.

3. Methodology

Cl security modelling was presented in [8,9]. Asstrated in Figure 1, the aim of the
approach is to transform real-world infrastructurBrmation into common abstract risk
related information (in our case confidentialitytegrity and availability- CIA), to use this
information to monitor the state of the infrastiret and to share it with interdependent
infrastructures in order to be able to evaluatedingent infrastructure risk by taking into
account the interdependencies.

Our methodology, as illustrated in Figure 2, isnposed of three steps: aff-line risk
assessment, ameasur ement aggregation andan on-line monitoring step.
The off-line risk assessment step deals with aiysiseof the infrastructure. We see Cls as
service providers which provide services to custsm&hose customers can in turn be
other dependent or interdependent Cls or Cl seswdeich need the service in order to
provide their own service(s). In order to be abl®bserve the CI state, we need to identify
observable entities in the infrastructure (base smesments). Each base measurement is
associated to one or more ClI service(s). Furthezntorquantify the contribution of a base



measurement to the CIA of a service, a weightssa@ated to each base measurement. The
same applies to each identified dependency. leighted to reflect how much a dependent
service contributes to CIA of a service. In the mlpdachservice can be composed afib-
services (0..n),base measurements (0..n) anddependencies (0..n).

Another concept of the CI security model is thenaapt of assurance levels. An
assurance level reflects how much confidence ore ihathe correctness of a base
measurement. They are formed by expert opinioradlod to assign a value between [1..5]
to each base measurement, 1 meaning the lowesi am@hning the highest confidence in
the accuracy of a base measurement.
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Figure 1. Cl security modelling approach

In the measurement aggregation step, each idmhiifase measurement is normalized
to a five step scale to be able to compare bassursraents. For discrete decimal values
(e.g. current system load) this normalization isaldy calculating the deviation from an
expected value and categorizing this deviation iinte classes. For Boolean data (e.g.
switch is on/off) this normalization is easier,is either reached (5) or not reached (1).
After the normalization, the base measurementgy@adito each service are aggregated
into risk data by calculating an averaged weighwdn of the normalized base
measurements. This will produce three risk indicat¢(CIA) for each service, each
representing a risk level between [1..5]. Sub-gervisk levels are also taken into account
in the service risk aggregation. Risk in this cahtean be seen as CIl behaviour different
from normal behaviour. This can be applied to wliwany situation where a ClI service
behaves different from normal operation. In ourrapph this can be expressed numerically
in CIA indicators. The reduction to five levels gk was chosen as a trade-off between
granularity of risk representation and the intetgidity of risk information by an operator

in a stress situation.
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Figure 2: Cl security modelling steps

Similar to the service risk level aggregationuaasce levels are aggregated to receive a
service assurance level reflecting how much confideone has in the correctness of the
calculated service risk levels.

In the on-line risk monitoring step, each CI seevireceives risk indicators from
interdependent Cl services and can, after appliliegassociated interdependency weight
for CIA, use this information to adjust the oversdrvice risk in real-time.

4. Technology Description

RESCI-MONITOR, a tool that implements the CI seisumodel, was presented in [10].
The overall architecture of RESCI-MONITOR can bersa Figure 3.

The service agents {pare used to represent Cl services and aggreigétéevels. The
probe agents (@ are used to collect and normalize base measutsmieom the
infrastructure. The database management agenedstosreceive updated risk information



from service agents and from the interconnectioena@nd store them in a database. The
interconnection agent is used to establish a semmeection to other Cls via a web service
and distribute updated risk information. The graphiuser interface (GUI) is used to
visualize CI service risk to an operator in reaidi Finally, the configuration engine is
used to set up the structure of the tool via agfiedd XML structure.

The multi-agent platform JADE is used to implemtrd tool on top of it because the
concept of autonomous, intelligent and interactiggnts perfectly supports the structure of
the security model. Each CI can be representecnbipnstance of the JADE platform and
each Cl service can be represented by an agent.
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Figure 3: RESCI-MONITOR global architecture

4.1. Configuration engine

The off-line risk assessment step of the securitgehgenerates an XML structure used as
configuration entity to RESCI-MONITOR. It containmformation about identified
services, dependencies and base measurementserfoth, the configuration contains
connection information to interdependent Cls (dualty to their interconnection agents).
This information is used to configure the interceciion agents and allows them to connect
to an interdependent infrastructure if required.

The last class of information in the XML configticea is information about identified
Cl services. Each entry contains information abthé associated base measurements
(which is used to configure a service to registerthe appropriate probe agents), the
associated sub-services (which is used to configuservice to register for security states
updates of those services) and it contains infdomatbout dependencies (which is used to
configure a service to register to security stafedates of internal or external dependent
services).

4.2. Probe agents

Probe agents are actually organized in two partgereralized part that is used for base
measurement normalization and a individual part #hets as an interface to the CI

equipment that can provide base measurementssltchde implemented separately for
each type of Cl equipment. The interface part isated at the CI equipment and

communicates to the measurement agent via an Htfane. A base measurement is
characterized by a unigue name and the currentrhaasurement value. A probe agent can
register for a base measurement and the infragteiatterface will send updated values to
all registered probe agents. In our test set-up,at# currently simulated via python scripts
that generate random base measurement values simidbude them to registered probe

agents.



The generalized part is responsible for measuremermalization. When an agent
receives an updated value, it transforms this ralwevinto a normalized value in the [1..5]
range that can be compared and processed. Thisfdraration involves computing the
deviation of the current value towards an expegtdde, and comparing this deviation with
four threshold values previously defined. This Istefp enables producing discrete natural
values between [1..5].

4.3. Service agents

The service agent is responsible for risk aggregatit receives the information to
aggregate from three different sources: normalizase measurements provided by probe
agents [0..n], risk indicators provided by its sdovices [0..n], risk indicators provided
dependent services [0..n]. The service risk is egaped by calculating a weighted sum of
all information sources. The expected service laskl is a natural value between [1..5].

If the aggregated risk level is different from tpeevious aggregated risk level, it is
distributed either directly to dependent servicastefnal services) or via the
interconnection agent (external services). Furtloeemthe new risk level is stored in the
database via the database management agent.

4.4. Database and database management agent

Each CI has his own database management agentatafzthde to memorize the history of
calculated and received risk level indicators. @htabase management agent is used as the
only point of connection from to the relational alzse from within the multi-agent
platform to operate CRUD (create, read, update deidte) operations on the data. This
architecture was chosen to be able to host théas¢ésand database manager on a different,
possibly more secure place since it is assumedtligatdatabase is a valuable point of
attack. We utilize the fact that a distributed d@gemdel permits to host the database
management agent in a different location. The dsmbmanagement agent handles
messages coming from the interconnection agenttlamdnternal services and stores the
information in the database. The GUI componentha tool has direct access to the
information stored in the database to be ablegplay the calculated risk information in an
external (outside the multi-agent platform) inteda

4.5. Interconnection agent

The interconnection agent is responsible for sendipdated risk information of internal
services to interdependent Cls and receiving updasé values from interdependent Cls.
Risk information received from interdependent (isdistributed to subscribed internal
services and additionally stored in the databaaethe database manager. Connection to
interdependent Cls is achieved by maintaining argeconnection via a web service.

4.6. Graphical user interface

The graphical user interface presented in Figures 4lesigned to provide an easily
understandable overview of the security status Gfl &y displaying the real-time risk of
each CI service. The major space on the left sidbeninterface (1) shows the risk of the
service an operator is currently interested in. displayed service risk includes the risk of
all sub-services and dependencies of the servigguastion. The three lines in the risk
diagram represent the evolution of the CIA servisk parameters over time in a scale
[1..5]. On the right side of the service risk (3)list of all sub-service risks is shown to
allow a fast evaluation of causes in case the semsk increases. To support this, the sub-



service list is constantly rearranged to show theservices with the highest current risk on
top. A click on one of the sub-services will catise interface to display the risk centred
around this sub-service and shows it in the aretherleft side (1) as main service. Sub-
service and dependency risk will be displayed atiogrto the configuration of this service.
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Figure 4: RESCI-MONITOR graphical user interface (GUI)

The traffic light inspired indicators (4) show tlessurance level of the currently
displayed risk and therefore the confidence we aviee correctness of this value.

Below the area of the main service, dependenticeemisks are displayed (3). The
current risk of dependent services is indicatedlifferent colouring, ranging from green
(low risk) to red (high risk). The different visuedtion scheme (compared to the sub-
service risk) was chosen since it is assumed ifhisie service risk comes from another Cl,
no further investigation revealing the root causthe failure can be done. Only the change
in service risk is received from the interdependehtno details about the internal structure
causing the failure are revealed.

5. Developments

A software tool was developed following the arctitee described above. For the
implementation a number of tools were used. Thas#stinclude Eclipse 3.5.1 as
development environment, the multi-agent platfoldDBE 4.0.1 and the JADE-S plug-in
version 3.7. JavaScript InvoVis Toolkit 2.0.0 wased to generate dynamic graphs, the
SQLite 3.0 library was utilized to provide a datsdvananagement system using SQL. For
the graphical user interface we used xHTML versidnand PHP version 5.3 for database
access. Apache HTTP server version 2.2.16 is wsedable remote access to the GUI. The
tool was designed to be operating system indepénden

6. Results

Cl security modelling and RESCI-MONITOR have bealidated using the reference
scenario of the EU-FP7 project MICIE. This refereiscenario is provided by an industrial
partner and covers parts of an electricity infiadire and a telecommunication
infrastructure in the form of documents describitige high level structure of the
infrastructures and more technical documents daagri some of the infrastructure
components. A focus of the reference scenario ihighlighting of the dependencies
between the two providers which allows a usefdiaatiion of the Cl security model.

The provided reference scenario had some limitatishen the Cl security model was
applied. Those limitations mainly concern the afiel risk assessment step of the security



model where the provided information was not dethénough to conduct a meaningful
risk assessment. Therefore, gaps in the scenasocriggon were filled by publicly

available information and assumptions. Informattbat has to be provided by domain
experts, for example base measurement, sub-seevick dependency weights, was
estimated without consulting domain experts. Howeweis assumed that the MICIE
reference scenario and the provided information sarfficient for a proof-of-concept

validation of the CI security model.

This reference scenario was implemented and stetiasing RESCI-MONITOR. The
MICIE reference scenario does not provide dynamatadof normal Cl behaviour or
incidents. The dynamic behaviour of the electrieityd telecommunication infrastructure is
emulated by changing the identified base measurenaecording to pre-defined scenarios.
It has been shown that scenarios that produceherisigin one service propagate the risk to
higher level super-services and to dependent ssnaad can be evaluated and monitored.
However, the practical relevance of the risk mamigp using RESCI-MONITOR has not
been evaluated yet. This could be done by shownegsimulation to Cl operators and
evaluate the usefulness of the monitoring compowéhtthem.

7. Business Benefits

There are several benefits for businesses usingeClrity modelling to monitor the
security state of their provided services. The raloibn of infrastructure to risk related
parameters allows an operator to monitor servioea clearly represented manner. The
reduction to five different risk magnitudes willort operators to maintain oversight of
the current state of a Cl service even in strégatsons.

Including the risk of dependent services in thdina monitoring of CI service risk will
enhance the understanding of the general strucfutiee highly interdependent CI sector.
Knowing the current risk present in a dependens&lice will allow operators to plan
ahead in case of an incident in the dependentcged prevent disruptions or quality
degradations in the service in question.

Information sharing is usually difficult for CI gviders. Cl information that could
enhance security or quality of service in dependHrdervices cannot be shared because it
is confidential. The abstraction of possibly coefitial data to risk related parameters will
encourage to share this information and help t@eoé the quality-of-service of Cls. This
is seen as a major benefit for businesses.

Another benefit of the CI security model for bwesees is the ability to compare
different types of infrastructure using common rigkated parameters. Especially the CI
sector is characterized by a diversity of infrastinee designed to serve different purposes
and provide services of different kind. Operatoisowidepend on the services of other Cls
and have information about the infrastructure cavehdifficulties to correctly interpret the
provided information since they are not expertshim domain of the other Cl. A common
set of parameters makes it easier to interpretrfoemation received from dependent Cls
or Cl services.

8. Conclusions

In this paper we presented CI security modellingska based Cl model enabling real-time
monitoring of CI services. Furthermore, the desi@gmd implementation of RESCI-

MONITOR, an agent-based support tool that implesém Cl security model and enables
simulation of CI security models was presented. Tiature of the CI security model

perfectly supports the use of a multi-agent systim implementation, the global

architecture of the tool as well as the individpaits of the architecture were detailed.



Current and future work focuses on further enhaneces of the security model. More
specifically, it will be extended with a risk pretion component based on probabilistic
networks that allows estimating the most probabtere risk given a state change in the
current risk of either the service or of an intgreledent service. This approach will be
integrated in the service agent component of tippad tool to be able to predict, in real-
time, the most probable evolution of a change mise risk.

The business based reference scenario provideoh lnydustrial partner in the EU-FP7
project MICIE was evaluated using the CI securitydedling approach and simulated using
RESCI-MONITOR. This allowed a proof-of-concept datiion of the security model as
well as the RESCI-MONITOR tool in a close to reaket-up. Since the validation using
the MICIE reference scenario had some limitations tb missing data, future work will
focus on finding an industrial partner that canvte a more detailed reference scenario
that will allow a more complete evaluation of thies€curity modelling approach.
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