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In today’s world, where most of the critical infrastructures (Cls) are based on distributed systems, security
failures have become very common, even within large corporations. The critical infrastructures are tightly
interconnected, mutually dependent, and are exposed everyday to new risks. These (inter)dependencies generate
potential cascading effects that may spread a malfunction or an attack from one part of the system to another
dependent infrastructure.

In this paper, we propose a risk-based methodology that aims to monitor interdependent services based on
generic risks and assurance levels using the classical security properties: confidentiality, integrity and availabil-
ity (C,I,A). This allows to determine the security state of a critical infrastructure service, taking it’s dependencies
to other services into account. Furthermore, our approach allows to monitor the system state on-line during sys-
tem operation. Monitoring of the security state of a service helps to determine the quality of the provided service
(QoS) and allows each CI provider to react and adopt the best behaviour corresponding to the security status of

its different services.

1 INTRODUCTION

A critical infrastructure (CI) is defined by the Euro-
pean Commission as ”[...] those physical and infor-
mation technology facilities, networks, services and
assets which, if disrupted or destroyed, would have a
serious impact on the health, safety, security or eco-
nomic well-being of citizens or the effective func-
tioning of governments in the Member States. Criti-
cal infrastructures extend across many sectors of the
economy and key government services.” (Brunner and
Suter 2009).

The infrastructure of these systems is usually com-
posed of systems that depend on each other. Rinaldi
et al. (Rinaldi et al. 2001) define dependency as “a
linkage or connection between two infrastructures,
through which the state of one infrastructure influ-
ences or is correlated to the state of the other”. An
interdependency is given if two infrastructures mutu-
ally depend on each other. A malfunction or an attack

on one part of the system can lead to system failure or
violation of information security in another part of the
infrastructure or to an other dependent infrastructure.
We assume that each critical infrastructure is com-
posed of services that are provided to customers. Ser-
vices may be self-contained or they depend on other
services, which may be provided by the same or by
another service provider.

Current risk analysis methods do not provide a way
to share risk knowledge between providers forming a
CI. Providers have expertise on risks on their own in-
frastructure, but not on related infrastructures of other
providers. In most cases, this knowledge can not be
shared for confidentiality reasons. Also, since differ-
ent critical infrastructures are very different in nature,
risk data gathered from an infrastructure can not eas-
ily be interpreted by non-domain experts.

In this paper we present an approach that allows
monitoring of critical infrastructures by considering



the state of the service in question as well as the states
of interdependent services. This can be achieved by
abstracting data gathered from the infrastructure to a
common set of parameters that can be shared with in-
terdependent infrastructures.

Our methodology, as illustrated in Figure 1, is com-
posed of three steps: an off-line risk assessment, the
measurement aggregation and the on-line monitoring
step. Each step will be explained in the following sec-
tions, although the focus of this work will be the mea-
surement aggregation step.

Off-line risk
assessment

On-line risk
monitoring

Measurement
aggregation

Figure 1: Steps of the risk-based methodology

2 RELATED WORK

Critical infrastructure interdependencies are complex
and not easy to understand. (Rinaldi et al. 2001)
provide an excellent overview on the dimensions in
which interdependencies can occur. In (Rinaldi and
M. 2004) critical infrastructures and their interdepen-
dencies are analysed and different suitable modelling
techniques are discussed.

The IRRIIS project (IRRIIS 2009) aims to pro-
vide a collection of software components to facili-
tate communication between infrastructures and in-
frastructures providers in order to enhance security of
large and complex Cls. An agent-based simulator has
been developed to understand Cls and interdependen-
cies.

The CRUTIAL project (CRUTIAL 2009) aims at
modelling interdependent infrastructures attempting
at casting them into new architectural patterns, re-
silient to both accidental failures and malicious at-
tacks.

In the context of CRUTIAL, (Chiaradonna et al.
2007) aim at modelling electric power systems by
separating the infrastructure and its control sys-
tems. (Laprie et al. 2007) are modelling the in-
terdependencies between electricity and informa-
tion infrastructures. From a high level representation
of failures, the cascading, cascading/escalating and
common-cause failures are addressed.

Conceptual modelling is used by (Sokolowski et al.
2008) to represent an abstract, simplified view of
CIs. (Panzieri et al. 2005) utilize the complex adap-
tive systems (CAS) approach. The model is derived
by modelling the mutually dependent sub-systems of
the infrastructure. (Permann 2007) uses genetic algo-
rithms to model and simulate critical infrastructures in
the context of disaster protection and recovery. (Min
et al. 2007) aim to model critical infrastructures and
interdependencies based on system dynamics, func-
tional modelling and non-linear optimization and take

physical as well as economic infrastructures into ac-
count. In (Svendsen and Wolthusen 2007) a graph
based model to address critical infrastructures inter-
dependencies is presented.

(Adar and Wuchner 2005) discuss challenges in
critical infrastructure risk management and outlines
methods as well as best practice guidelines to address
risk management in critical infrastructures. In (Tan
et al. 2008) real-time risk management is achieved
in three phases: risk analysis, risk evaluation and
risk prediction. The continuous time hidden Markov
model is used for risk evaluation. In (Haslum and
Arnes 2006) continuous-time hidden Markov models
are used for real-time risk calculation and estimation.

3 SCOPE AND CONTRIBUTION

As mentioned in the introduction, the main focus lies
on providing a strategy to monitor the quality of a
provided service (QoS). One way to achieve this is
to monitor the system state and detect changes in the
system state caused by internal or external events (e.g.
system failure or cyber attack). Due to the distributed
nature of critical infrastructures, a service provider
might also be interested in monitoring the system
state of services needed to provide his service (depen-
dencies or interdependencies).

Our approach tries to address the challenge of on-
line monitoring of the state of critical infrastructure
services and their interdependent services. To our
knowledge, no approach was presented that does not
only aim at monitoring the availability of a service,
but also other important system parameters like confi-
dentiality and integrity. Furthermore, an other advan-
tage of our approach is the reduction of the complex-
ity of a service through abstraction to a common (risk
related) set of parameters. This enables to compare
critical infrastructures designed to serve a very differ-
ent purpose (energy, telecommunication, air traffic,...)
and that are composed of very different infrastruc-
ture components. Usually information about the state
of critical infrastructures is confidential and providers
hesitate to share the information that would enhance
security of their infrastructure or the quality of their
services. Information sharing between critical infras-
tructures is seen as a key feature to enhance critical
infrastructure protection (ENISA 2009) and we think
that the abstraction to a small set of common param-
eters will encourage service providers to share them
with interdependent providers.

Unlike previous models discussed in the related
work section, our methodology does not aim at
enhancing critical infrastructure protection through
modelling in order to better understand the nature
of critical infrastructures and their interdependencies.
Our focus lies on on-line monitoring to react and
adopt the operation of services if a critical change in



the state of a service or of any of it’s interdependent
services occurred.

4 METHODOLOGY

In this section the methodology is detailed. As illus-
trated in Figure 2, the aim of the approach is to trans-
form real-world infrastructure information to abstract
risk related information and to use this information
to monitor the state of the infrastructure and to share
it with interdependent infrastructures. The three mod-
elling steps are detailed in the following sections.

On-line risk
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Figure 2: Outline of risk-based approach

4.1 Off-line risk assessment

This first step widely relies on a complete risk analy-
sis of the concerned infrastructure to determine ser-
vices that can be considered critical. During this
first step, the following activities should be con-
ducted: Critical services identification, Interdepen-
dencies identification, Base measures identification,
Metrics composition and Interdependency weighting.
Critical services identification This first activity
aims to identify services within the scope of the in-
frastructure that may be considered as critical. A crit-
ical service is a service for which failure to com-
ply with confidentiality, integrity or availability would
eventually undermine global functioning (e.g. QoS)
of the infrastructure. Once the services are identified,
all the assets contributing to the service’s goals should
be identified. This identification consists of a detailed
inventory of components used directly or indirectly by
the service. Care has to be taken to achieve a detailed
representation of critical services and components to
reach a close representation of the current situation. In
order to effectively perform this inventory, it is possi-
ble to rely on widely recognized risk analysis methods
such as EBIOS, OCTAVE or CORAS.
Interdependencies identification Based on the list
of identified critical services and components, this ac-
tivity aims to identify all the relationships (depen-
dencies or interdependencies) between services. The
scope of this identification covers internal dependen-

cies (within the infrastructure) as well as external
dependencies (between services of other infrastruc-
tures). Domain experts with advanced knowledge of
the infrastructure can achieve this activity. In addi-
tion, external dependency identification may require
to extract information documents like contracts (e.g.
SLAs) or close collaboration with other infrastruc-
tures owners.

Base measures identification This activity aims to
define relevant measures for each identified critical
service extracted from the system components. Such
base measures can be for example sensors outputs, in-
trusion detection systems outputs, etc. Measures, de-
fined by domain experts, are categorized into two cat-
egories: boolean data (e.g. on/off, open/closed, etc.)
and decimal discrete data (e.g. system load, etc.).
As measures are generally realised by using software
probes or a verification process, the quality of mea-
surements can greatly influence the accuracy of the
measure. This point is addressed by associating an as-
surance level with each measure; it enables to evaluate
the confidence of measures. In order to define such a
value, a specific taxonomy is defined (inspired by the
Common Criteria scale (ISO 15408-1:2005 2005)) as
presented in Table 1. This scale is composed of five
assurance levels, not only to have an odd number
of assurance levels, so that it is possible to have a
medium assurance level (i.e. although only ordinal,
the scale is required to have a conceptual middle), but
also to avoid defining quite not reachable levels as the
two last levels (EAL6 and EAL7) of the Common Cri-
teria evaluation assurance scheme.

Table 1: Assurance levels scale

Interpretation Value

AL1 Rudimentary evidence for parts 1

AL2 Regular informal evidence for se- 2
lected parts

AL3 Frequent informal evidence for se- 3
lected parts

AL4 Continuous informal evidence for 4
significant parts

ALS Continuous semi-formal evidence 5

for the entire system

Metrics composition In order to produce unified
values for each service measure, measures associated
to a same service are assembled in metric form. A
metric is a modelling object defined as the process
that allows producing a normalized risk level for a
CI object, and is based on the measurement of vari-
ous part/parameters of security functions. Such met-
rics can be assembled in criterion form, thus each ser-
vice can be characterized by only three criteria:

e Confidentiality: absence of unauthorized disclo-
sure of information concerning the data transmit-



ted by the critical service;

e Integrity: absence of improper system state alter-
ations concerning the critical service;

e Availability: readiness for correct critical ser-
vice.

Each measure will be used at least to produce one in-
dicator. In this purpose composition weights in terms
of CIA are associated to each measure (WW,,). This
weighting allows to take into account various mea-
sures differently in terms of influence. These weights
will be used not only during metric risks level deter-
mination but also during assurance level determina-
tion of the metric. Assurance level of the metric is
determined using the following formula (the result is
rounded to the nearest integer):

i (AL, * W)
Z?:I (Wuz)

AL, =

where m is a metric,
/4 1S @ measure,
AL,, is the assurance level of the measure /i,
n is the number of measures composing and
W, is the weight of the measure ;.

The definition of weights composing metrics rely
for the time being on an experts’ assessment. Their
quality heavily relies on the competence and moti-
vation of the experts involved and is therefore ex-
posed to subjectivity. In order to limit the subjectiv-
ity of the weighting process suitable methods have
to be evaluated. One approach we currently consider
and that involves less human estimations is based on
failure pattern recognition (c.f. Section 6 - Discus-
sion). Similarly, metrics composing a same criterion
are weighted (W,,,.) in order to reflect the relative im-
portance of each metric.

Interdependency weighting Based on interdepen-
dencies identification, domain experts describe each
dependency in terms of confidentiality, integrity and
availability by assigning respective weights. These
weights should represent the local impacts of service
degradation on related services.

Thus, if we consider a service (.5) requiring electri-
cal power and that it is provided in equal parts by two
complementary services (Sel and Se2), an easy way
is to assign the same dependency weight value to each
dependency (S — Sel and S — Se2). In most cases
this analysis will be considerably more complex.

4.2 Measurement aggregation

Using the model defined during the off-line risk as-
sessment step, this step aims to perform periodic mea-
surement on critical services, in order to estimate the
overall risk levels for the three security criteria.

Normalization The normalization process trans-
forms heterogeneous data into normalized data that
can be compared and processed. This process uses a
five states scale as presented in Table 2. Such a scale
is determined for each measure. The determination re-
quires a thorough knowledge of the considered ser-
vice area (i.e. “below which value is the service con-
sidered to be in a critical situation?”, “what are the
expected variations from the service measurements?”,
etc.) and therefore is realized by an expert or a group
of experts.

Decimal discrete data is normalized as follows: a
reference value (expected value, Fv) is defined for
each measure. This value is used to compute the mea-
sure deviation towards the expected value, expressed
as a percentage, using the following formula:

w— Ev
Ev
where o is the measured value and

Ev is the expected value.

A= 100

In parallel, four threshold values (11, 15, 15, T})
are defined in order to classify values into the follow-
ing classes: not reached (1), weak (2), acceptable (3),
correct (4) and reached (5). For this purpose, five real
intervals of values (supremum included, infimum ex-
cluded) are composed using the four threshold values

to qualify the evaluated measure. These intervals are
described in Table 2.

Table 2: Measures normalisation scale.

Value Level Interval
1  Notreached (Ty; 00|
2 Weak [T3 ) T4 [
3 Acceptable [T; T3]
4 Correct [T1; T3]
5  Reached [0;71]

In case of boolean data, normalization is more triv-
ial, as a data is either not reached (1) or reached (5).

Metrics risk level aggregation This normalization
enables the definition of measures formulated in a
common scale. As defined during the off-line risk as-
sessment, normalized measures will be composed into
metrics by aggregation. The retained aggregation for-
mula is straightforward and based on weighted-sum
and average and enables to obtain a global reasonable
estimate of the metric risk level. Indeed, weighted-
sum and average, in contrast to other functions such
as min or max, helps to express a central tendency of a
data set. The expected value is an integer between the
smallest (1) and the highest (5) risk level as defined in
Table 3. The following formula is used to determine
a single risk level value for a metric, which will be
rounded to the nearest integer value:



izt (W)

where m,, is a metric,
RL,, is the maximum risk level,
n is the number of measures for the metric,
NV (z) is the normalized value of z,
/4 1s a measure and
W, 1s the weight of the measure ;.

In order to express the risk level, the scale presented
in Table 3 has been defined:

Table 3: Risk levels scale

Risk level Interpretation Value
RL1 Small 1
RL2 Medium 2
RL3 Strong 3
RL4 Very strong 4
RL5 Unacceptable 5

Aggregation After having determined the risk level
of each metric, the various metrics can be aggregated
into criterion. Metrics composing a criterion have a
specific weight (W,,,.) given by domain experts, that
specified the importance of each metric in the crite-
rion building. Thus, the adopted aggregation method
is a weighted mean using these weights. Criterion risk
level will be computed using the following formula:

izt (BL(mi) + Win,)
?:I(sz‘)

RL(C) =

where C is a criterion,
m 1S a metric,
RL(m;) is the risk level for the metric m;,
W, 1s the weight of the metric m,; and
n is the number of metrics for the criterion.

Similarly to criteria risk levels computation, criteria
assurance level can be determined, using the follow-
ing formula:

?:1 (sz)

AL(C) =

where C is a criterion,
m 1S a metric,
AL,,, is the assurance level for the metric m;,
W, 1s the weight of the metric m, and
n 1s the number of metrics for the criterion.

In order to obtain an integer value, this two previous
computation results are rounded to the nearest integer
value.

4.3 On-line risk monitoring

Using the weighted interdependency functional
model, each CI service will send normalized criteria
risk levels coupled with respective computed assur-
ance levels. A service that receives a couple of criteria
risk and assurance levels can use them to compute a
risk linked to its dependencies. We assume that a ser-
vice S1p receives from the service S2 4 the following
information:

Table 4: Data received by S15 from S2 4
Data received

Confidentiality < RLc(S24),ALc(S524) >
Integrity < RL;(524),AL;(524) >
Avallablhty < RLA(SQA),ALA(SQA) >

Using weightings defined for the dependency, S1p
is able to define dependency risks levels, which will
be used to complete it’s own risk levels computation.

Table 5: Consolidated data from S1p point of view

Weight Risk level Dependency risk level
C WC RLc(SZA) RLO<S2A> * WC
1 W] RL[<52A> RL[(SQA)*W[
A WA RLA(S2A) RLA(SQA)*WC

The global risk level for the service will be updated
using the computed dependency risk level; the cor-
responding assurance level will be represented as an
additional information to the computed risk level, for
example by using a specific colour scheme to visu-
alise risk (e.g. dark red for high risk with high confi-
dence and light red for high risk with low confidence).

In order to obtain a global view on risks regarding
a service, an aggregation of the criteria risk level is
possible, using weighted mean. Identically, the whole
Cl is able to determine a risk level for all its services
by using the aggregation process.

5 CASE STUDY

In order to show the feasibility of the methodology it
is applied to a reference scenario in this section. The
reference scenario is composed of a high level rep-
resentation of a telecommunication provider (Telco
CI) which presents interdependencies with an energy
provider (Energy CI). This scenario should not be
seen as a realistic representation of real-world infras-
tructure, but rather as an example to validate the risk-
based methodology. A more complex and realistic
representation is not possible due to the space con-
straints.

The off-line risk analysis of the Telco CI has identi-
fied the critical services and interdependencies shown
in Figure 3. In addition, Figure 4 shows that each ser-
vice is composed of components needed to provide
the service.



Figure 3: Interdependencies between services and
providers

5.1 Telecommunication provider

As shown in Figure 4, the Telco CI provides a VoIP
(voice over IP) service, a GSM (global system for mo-
bile communications) service and a customer man-
agement service. The customer management system
is used to provide information about the customers to
the VoIP service and the GSM service (e.g. data au-
thentication). It is assumed that the VoIP service and
the GSM service would not be able to provide the ser-
vice without the data provided by the customer man-
agement service. Similar to the Telco provider, a risk
analysis would have identified critical services in the
Energy provider (e.g. power generation, power distri-
bution...). For simplicity reasons, we did not detail the
Energy provider and provide only the model of the
Telco provider.

Network
subsystem (NSS)

Base station
subsystem (BSS)

Figure 4: Simplified structure of the telecommunica-
tion provider

5.2 Interdependencies

Figure 3 presents the internal service interdependen-
cies of the Telco CI, as well as those between the
Telco and Energy Cls. The VoIP and the GSM ser-
vices depend on the customer management service.
Furthermore all Telco CI services depend on the en-
ergy delivered by Energy CI. It exists also an inter-

dependency between the Energy CI and the services
of the Telco CI. The Energy CI’s owner will need to
receive the local status of the Telco CI in order to in-
corporate this dependency in the computation of the
status.

5.3 Base measures

The first step of the methodology (off-line risk as-
sessment) applied to the aforementioned infrastruc-
ture could produce for the GSM service the base mea-
sures detailed in Table 6.

Table 6: GSM service base measures
Base measure Weights < C, [, A > AL

Network coverage < 0.0,0.2,0.5 > AL3
(BSS)
Component failure < 0.0,0.6,0.0 > AL4
(BSS)
HLR integrity < 0.0,0.6,0.0 > AL4
(NSS)
HLR confidentiality <0.4,0.0,0.0 > AL4
(NSS)
Bandwidth (GPRS) < 0.0,0.1,0.6 > AL3

For each base measure, its normalization scale is
defined. The following example illustrates the nor-
malization process considering the base measure Net-
work coverage (BSS). We consider that the “normal”
level is full coverage (100%), in parallel we define
the following threshold values: T} = 1%, T, = 3%,
T5 = 6% and T, = 10%. This means that a measure
will be considered as “normal” if it deviation from
the reference value (£v) does not exceed 1%. Table 7
shows the various values for qualifying BSS network
coverage measures, while Table 8 shows the corre-
sponding normalized values using the normalization
scale above.

Table 7: BSS network coverage normalization scale.

Value Level Interval
1 Notreached [10%; 00|
2 Weak [6%;10%]
3 Acceptable [3%;6%]
4 Correct [1%; 3%
5  Reached [0%; 1%]

In parallel, domain experts qualify each base mea-
sure in terms of weights used during aggregation and
an assurance level used to introduce a notion of confi-
dence in the measurement. Examples of such weights
and assurance levels are presented in Table 6. These
base measures are then joined into metrics; afterwards
metrics concerning a same criterion are assembled in
criterion to produce at most three indicators per ser-
vice (CIA). Table 9 presents the aggregation results
for the GSM service.



Table 8: BSS network coverage normalized values.
Measure A Normalized value

0% 100% 1
40% 60% 1
80% 20% 1
90% 10% 2
93% 7% 3
96% 4% 4
100% 0% 5

Table 9: GSM service aggregation results
Metric Weight Measure
C me(NSS) 0.8  HLR confidentiality
I m;(BSS) 0.2 Network coverage
Component failure

mr(NSS) 0.5 HLR integrity
mi(GPRS) 0.5 Bandwidth
A ma(BSS) 0.7 Network coverage
ma(GPRS) 04 Bandwidth

The aggregation mechanism can be illustrated
with the following example; let’s consider that the
base measure Network coverage and Bandwidth pro-
duce respectively the following normalized values
2 and 3. The corresponding metrics are computed
ma(BSS) will be equal to 4 (6 — ((2%0.5)/0.5)) and
ma(GPRS) will be equal to 3 (6 — ((3 % 0.6)/0.6)).
Given the weights defined for criterion composition,
the risk level on availability for the GSM service will
be equal to 3 (((4%0.7) + (3%0.4))/(0.7+ 0.4)) with
an assurance of AL3.

Once this framework is defined, the Telco CI’s
owner is able to periodically compute risk levels as-
sociated to all its services. These risk levels will be
provided to dependent CIs. In order to illustrate the
methodology, the following scenario is applied to the
Telco CI: as the Energy ClI is a customer of the Telco
CI, a malicious user who compromised data in the
customer management service can possibly compro-
mise the confidentiality and the integrity of the En-
ergy Telco. Such an attack on the CMS will be re-
flected by a high risk level in terms of confidentiality
and integrity for the CMS. This high risk level will be
integrated by the Energy CI in the computation of its
own risk level. Thus the Energy CI’s owner is be able
to make the right decisions necessary to address this
growing risk.

6 DISCUSSION

One question that could be asked is why we choose to
focus only on three parameters to capture the state of
infrastructure services. The idea is to abstract services
to a small set of common parameters that a variety of
services will have in common and the security param-
eters of a system seem to be a well suited. These three
parameters are widely used for evaluation of systems

security, as for example (ISO/IEC 27001:2005 2005)
considers the use of C,ILA for establishing an In-
formation Security Management System sufficient as
they perfectly reflect the overall state of security. Still,
the question remains if C,I,A will be sufficient to ade-
quately capture the state of an infrastructure or a ser-
vice, but we reckon that the current development of
a support tool and discussions with domain experts
will help us to answer this question. If necessary, the
model is easily extensible to include other parameters.

Another question that might be asked is if service
providers will be willing to share risk data with other
interdependent providers in order to allow monitoring
of the services. So far, our methodology only enables
risk data sharing between direct neighbours (only a
direct dependency will share risk data). The only in-
formation that has to be shared is information about
the offered service (e.g. my infrastructure provides
energy) and the related C,I,A parameters. No confi-
dential information about the infrastructure itself and
no direct information about the state of interdepen-
dent services has to be shared. We think this is a ma-
jor advantage of our approach, but we do not imagine
that service providers will be willing to share this in-
formation without supporting measures like contracts,
SLAs or policies. Furthermore, it is not clear yet if the
approach of enabling only direct neighbours to share
information will be sufficient in a large scale scenario
where cascading failures and indirect interdependen-
cies are an issue.

On the algorithmic side of our approach one might
ask if the weighted sum is a suitable approach to
transform real world measurements into abstract risk
related parameters. We think it is a simple, straight-
forward implementation that unfortunately highly de-
pends on the quality of the measurements and the
quality of the weights (expert knowledge). A well per-
formed off-line risk assessment will provide highly
accurate risk data, but a poorly performed risk assess-
ment won’t. As an advantage, a change in the state
of the infrastructure will be immediately reflected in
the risk parameters. To have a qualitative assessment
of the performance of our approach we plan to imple-
ment another method based on intelligent algorithms
to be able to compare and analyse two different ap-
proaches.

7 SUMMARY AND FUTURE WORK

In this paper a methodology to enable on-line moni-
toring of critical infrastructures is presented. The ap-
proach is based on reducing the complexity of an in-
frastructure by abstracting it to a set of risk related
parameters. The advantage of this methodology com-
pared to existing approaches is that it allows to com-
pare the state of different critical infrastructures, since
the actual complexity and diversity of the infrastruc-



tures is hidden behind a common set of abstract pa-
rameters. Furthermore, risk information sharing be-
tween interdependent critical infrastructures is facil-
itated since only a few abstract parameters captur-
ing the security state of an infrastructure have to be
exchanged. Compared to other critical infrastructure
modelling approaches, our approach does not only
capture the availability of an infrastructure, but also
other risk related information.

Current and future work will focus on the enhance-
ment of the approach. Deeper work will also be con-
ducted to enhance weights definition on the functional
model, for example to transform static into dynamic
weights to make the model more independent from
expert knowledge. After an initial definition of the
base measures and interdependency weights for C,I,A
in the off-line risk assessment step, this weights can
be adapted during the on-line monitoring phase after
receiving feedback from the model.
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