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Cl Interdependency

e Critical Infrastructures (Cls) depend more and more on other Cls.

 Competition also pushes for increased dependency on ICT, increased
outsourcing, and narrower safety margins.
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Public Support for CIP Protection
 EPCIP-CIWIN (EU) / CIP Program — CWIN (USA) / ...
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 Can we afford to have just offline reporting, incident-based
systems?
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Project MICIE, key facts:

 Consortium
E'-6(8-/)%2,'6,2+0)*+'(")4")%#*&®2,2REV*&B2++%EZ60H %
E'W'1&*$2)/*#2/X'("*B?)%'DAHR@II2&V%OF@'A"B%'Z'D*0F @ '[)983
E'W")2/2%)+<"*&/#0102/X'6:6Q'D*OF@'7-Q7'DAF@,f0RSIY?2F'
E'N'H!6X])1/0'D1F'

* Project Timeframe \'H2402B?2)8]"* EV2?)1%)58]*NN'

* Use cases'\'6,2+0)*+*05'%&3'02,2+"BB1&*+%#"&/*&.)%/0)1+01)2/'L
* Budget'\'ZK"a'D6(".1&3*&CX'IK"1aF'

* Website'\'<b4X88IKB*+*2K21'
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Project Scope:
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How to do it?

Off-line Cl risk models \'0%G2*&0"%++"1&0'/42+*L+'+<%)%+02)*/#+/".' 2%
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'E1&+./'1&)0.&9.,7/A)0&@/1.2/8&6.3&"#:&=..,7T0@&1(.&37'4&63.,7?A)0&1))+D&&

Ciencia 2010 - Lisboa , 05/07/2010 ICT-SEC 225353 MICIE



PREDICTION
TOOL

Cl3

Cl
MONITORING
SYSTEM

Secure
Mediation
Gateway
(SMGW)

A

ADAPTOR

Secure
Mediation
Communication Network Gateway :
Secure (SMGW)

r- Mediation _ I
Gateway I
I (SMGW) I
I ADAPTOR I

| [ l

PREDICTION
TOOL

PREDICTION
TOOL

Cl

ADAPTOR
MONITORING

< SYSTEM
MONITORING

SYSTEM

Ciencia 2010 - Lisboa , 05/07/2010 ICT-SEC 225353 MICIE




(Off-line) Interdependency Modeling (I)
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(Off-line) Interdependency Modeling (II)

Fuzzy-based Perspectives:'

« V1YY5'(",")23'720)*:20/"
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MICIE Prediction Tool:
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The Secure Mediation Gateway b High Level Architecture
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The Secure Mediation Gateway

« Subscription based model:

— Each peer Cl only “sees” the services it directly relates with
(thus hiding sensitive sensitive details from other Cls)

— Multiple data exchange models: push, pull, alarm-based...

» Flexibly supports varied security and resilience options
(internet/private lines; multiple levels of security on the communications
channel; single/redundant links between interdependent Cls; QoS...).

« Optionally, trust-based mechanisms to filter input data

— Helps isolating or attenuating the impact of partners (Cls) or
defective components (e.g. malfunctioning monitoring probes)
sending unreliable information.
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Reference Scenario for Validation

High-Voltage electricity distribution network
Medium-Voltage power distribution network
Telecommunications backbone
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Current Status:

-B4,2B2&0%#"&'%8&3'%&%, 5#+%6,'2$%, 106#"&"".'$%)*" 1/'B"32,*&C
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2,2+0)*+*05'C)*3/@'H:17'%&3"0<2)'&201")G'B"&*0")*&C'0"™" /F@'/™
0<2'4,%f")B'+%8&'22'02/023*&")2%, #B2'%&3'1*0<") 2%, '3%0%K'’
£28&2)*+'B20%3%0%'32L&23".")'0<2'28$*/%C23'0542/" '(-"
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Comments & Lessons Learned (modeling):

Interdependence modelling and ontologies are a key issue. Despite
significant contributions, there is still much space for improvement.

The various interdependency models may have different objectives
and may produce different results with the same inputs...

— No “one-type fits all” solution, select according to context.

MHR is used in the risk prediction tool mainly because it is capable of
real-time operation without sacrificing detail, even in larger scenarios.

Modelling real Cls and their interdependencies is still (and will remain)
a complex, resource-consuming task. We found no shortcuts!

Ciencia 2010 - Lisboa , 05/07/2010 ICT-SEC 225353 MICIE



Comments & Lessons Learned (alerting system):

The MICIE alerting framework provides fast, on-line information
exchange between interdependent Cls.

Direct, “horizontal” Cl-to-Cl communication is likely less complex to
manage and more scalable than integrated, hierarchical approaches.

The SMGW and the alerting system framework are independent from
the specific models used by the risk prediction tools

(yet, you may still need to extend metadata syntax and semantics)
The failure of one Cl or SMGW results in graceful degradation

(each CI can keep its risk prediction tool operating, even in the
absence of information from interconnected Cls, even if the
level of uncertainty becomes higher)
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MICIE and the CIWIN:

« EPCIP/CIWIN may become:
— Aforum , limited to the exchange of CIP ideas and best practices.
— Arapid alert system , linking Member States with the Commission.

— Or a mix of both .

« The MICIE alerting system complements CIWIN:
— CIWIN will likely be based on centralized hierarchies
(information is collected by national contact points and the EC).

Instead, MICIE provides horizontal, Cl-to-Cl fast communication
mechanisms, along with the tools for adequate data exchange.

— CIWIN alerting system will likely be event driven (off-line).

With MICIE information flows continuously over time, with
a strong focus on on-line operation and proactive response.
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