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Abstract. In this paper, we report our recent research activities under MICIE, a
European project funded under Framework-7 Programme, in which a SVM-
based behaviour modeling and learning algorithm is described. The proposed
algorithm further exploits the adapted learning capability in SVM by using sta-
tistics analysis and K-S test verification to introduce an automated parameter
control mechanism, and hence the SVM learning and detection can be made
adaptive to the statistics of the input data. Experiments on telecommunication
network data sets support that the proposed algorithm is able to detect unde-
sired events effectively, presenting a good potential for development of com-
puter-aided monitoring software tools for protection of critical infrastructures.

1 Introduction

The term “Critical Infrastructures (CIs)” relates to “those assets or parts thereof
which are essential for the maintenance of critical societal functions, including the
supply chain, health, safety, security, economic or social well-being of people”. Ac-
cording to COM(2006)787 Critical Infrastructure encompass the following sectors
and related sub sectors: (i) Energy to include Oil and gas production, refining, treat-
ment, storage and distribution by pipelines, as well as electricity generation and
transmission; (ii) Information communication technologies (ICT) to include Internet,
satellite, broadcasting, and instrumentation automation and control systems etc. (iii)
water, food and health facilities and supply chains; (iv) transport and finance systems.
As Cls can be damaged, destroyed or disrupted by deliberate acts of terrorism, natural
disasters, negligence, accidents or computer hacking, criminal activities and mali-
cious behaviours, it becomes extremely important to save the lives and property of
people at risk in the EU from terrorism, natural disasters and accidents, and any dis-
ruptions or manipulations of Cls should be brief, infrequent, manageable, geographi-
cally isolated and minimally detrimental to the welfare of the Member States, their
citizens and the European Union. To this end, the MICIE project (funded under FP7)
is to support the improvement of Critical Infrastructure Protection capability in
Europe through the design and implementation of an on-line "MICIE alerting sys-
tem", which is able to predict, in real time, the cascade effects (expressed in risk lev-
els of being no more able to provide the services with the targeted QoS) on a given Cl



of some undesired events happened in the reference Cl and/or in other independent
Cls. It is expected that a range of software tools will be developed under MICIE via
intelligent computing approaches to support the activities and decisions to be taken
by the CI operators.

The challenging issue here is that critical infrastructures are dependent with each
other in terms of their securities, and thus, to develop a useful MICIE alerting system,
two categories of software tools need to be developed, which means that not only the
behavior of each individual CI needs to be modelled, monitored and controlled, but
also the inter-dependency among different Cls.

In this paper, we focus on the issue of behaviour modelling of individual Cls, and
hence a monitoring software tool can be developed first to detect unusual patterns and
undesired events towards robust risk analysis, prediction and hence a range of meta-
data can be produced to communicate with other Cls and pave the way for inter-
dependency modelling as well as integrated approaches for the final MICIE alerting
system.

Essentially, behavior modelling of individual CI is about analyzing the raw infor-
mation generated to indicate the operational status of the Cl. Examples of such raw
information include the network traffic data for telecommunication Cls or sets of
control parameters often referred to as KPIs (key performance indicators). Existing
approach adopted by most of the CI industry is rule-based, where a set of thresholds
is set up according to operational experiences, and anything beyond one or more
thresholds could prompt investigation or other actions by engineers. While such ap-
proaches are effective to maintain a reasonable level of security, it is essentially la-
bour intensive and thus the running cost is very high. Recently, artificial intelligence
approaches are introduced to examine the possibility of computer-aided security of
facilities to protect the Cls, especially the anomaly detection around the telecommu-
nication networks [1-5]. These approaches are represented by statistics-based and
neural network based. While statistics analysis [1,2], such as Bayesian and hidden
Markov etc. is used to determine the most appropriate threshold values to complete
the control and detection of those abnormal behaviours, the neural network based
approaches [4,5] represents machine learning of training data set supported by ground
truth to analyze the variation of input data and hence capture the behaviour of the CI.
In this paper, we combine these two approaches together to exploit the statistics
analysis for adaptive estimation of controlling parameters to drive the machine learn-
ing approach, and hence an adaptive to input statistics machine learning approach can
be designed for the purpose of modelling the behavior of Cls. In comparison with
existing techniques, our proposed algorithm achieves a range of advantages, includ-
ing: (i) the behavior modelling and unusual pattern detection are made adaptive to the
variation of input data via its statistics analysis; (ii) automated determination of con-
trolling parameters for SVM to achieve the best possible performances for pattern
detection and modelling.

The rest of the paper is organized in two sections, where section 2 describes the
proposed algorithm, section 3 reports experimental results and concluding remarks.



2. The Proposed Algorithm Design

As one of the most popular machine learning approaches, SVM has received tre-
mendous attention in a number of areas to deal with learning, training and optimising
problems. General SVM uses a kernel-mapping technique to separate linearly non-
separable cases in high dimensional space [7]. SVM not only separates data from
different classes, but also separates data to its maximum margin. In other words,
SVM not only divide mixed data sets into classes, but also optimize such a classifica-
tion. However, the weakness of general SVM lies in the fact that it requires labeled
data sets to get it trained, yet many practical applications, especially the information
associated with many Cls, do not have such labelled data to provide a so-called
ground truth. This is because the operators do not have clear ideas about which pat-
terns are regarded as abnormal and which are regarded as normal until investigation
of individual cases is completed, and the outcome of such investigations is often case
sensitive. To this end, we propose a statistics-based one-class SVM algorithm to
complete the automated machine learning of CI’s input information and hence lead-
ing to successful behavior modelling of Cls.

One-class-SVM is essentially an extension of support vector machines [6,8]
used for detecting the outliers [7, 9]. The idea is that it first maps the data into high
dimensional space, and then maximizes the margin between the mapped data and the
origin. The main difference from general SVMs is the fact that a constraint parameter
v is introduced to control the maximum percentage of outliers in the dataset, which
can also be used to indicate the priori. As a result, the one-class-SVM is capable of
being adaptive to input changes or different players when used to model the behavior
of Cls. This is because that the priori specifies the maximum likelihood that outlier
detections can be made, and hence such detection is less sensitive to changes of in-
puts generated by different Cls or different elements within a Cl. In comparison with
neural network based approaches [4], SVM presents a range of advantages, which can
be summarized as: (i) while artificial neural networks (ANNS) can suffer from multi-
ple local minima, the solution to an SVM is often global and unique; (ii) while ANNs
use empirical risk minimization, SVMs use structural risk minimization. As a result,
the computational complexity of SVM is not dependent on the dimensionality of the
input space, and SVMs can also have a simple geometric interpretation and generate a
sparse solution; (iii) from wide range of reports on evaluation of both SVMs and
ANNSs [9,10], it is generally concluded that SVMs often outperform ANNs in many
classification-relevant applications due to the fact that they are less prone to over-
fittings.

Given a data set describing the operational status of the target

CET ={X,X,,---, %}, where xe R" is an input vector with N elements, i.e. each

item inside the status data set is regarded as an N-dimensional vector, a learning sys-
tem such as SVM-based can be established to process the N-dimensional vectors to
model, analyze, and monitor the CI’s operation. The essential task is to find a func-

tion f that generates the value “+1” for most of the vectors in the data set, and “-1”
for the other very small part. The Strategy for such a classification and detection is to



use a one-class-SVM [9] and map the input data into a Hilbert space H according to a
mapping function X = ¢(x), and separate the data from the origin to its maximum

margin.

As a result, to separate the mapped data from the origin to its maximum margin is
equivalent to solving the following quadratic optimisation problem:
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Where v e (0,1) is a constraint parameter to limit the maximum proportion of the

high performance responses among all the ordinary responses as such that a maxi-
mum of vx100%are expected to return negative values according

to f(x) =w.g(x)—p. &; are slack variables acting as penalties in the objective func-
tion.

It is proved [9] that v x100 is the upper bound percentage of the data that are ex-
pected to be outliers in the training data, and a vector x; is detected to be outlier in

the training set, if and only if «; =1/(v1). «, is the parameter directly determines the

sensitivity of outlier detection using one-class-SVM. Its selection is dependent on the
specifications and requirements for protection of individual Cls and specific expecta-
tions by the engineers who operate the ClI protection. Inevitably, such parameter set-
ting would be extremely complicated as it is connected to many other factors, such as
investigation of suspicious events or patterns, their related human labour costs, and
understanding of all the operational status information sets etc. As a matter of fact,
such information data sets are normally provided by user partners within the MICIE
consortium and hence making it difficult and time consuming for technology or re-
search partners to understand such operational data sets before any artificial intelli-
gence and machine learning algorithms could be developed. Further, CI operators are
often sensitive in handing out critical information for confidential purposes, which
make it additionally difficult to get the collaboration going smoothly.

Under this circumstance, we propose to adopt a light-touch approach, where
focus of research is to analyse the operational data sets by estimating their statistics to
provide a context simulation for machine learning without too much regards to their
specific meaning to those CI operators. Otherwise, we could be trapped into the situa-
tion that research partners need to learn the whole CI operation process before any
software tools could be developed, yet such learning process is often made extremely
difficult and almost impossible for security reasons. In this way, research under
MICIE becomes two important steps: (i) pre-processing the operational data sets and
convert them into input vectors; (ii) estimate and analyze their statistics to activate the



machine learning such as the one-class SVM as described above. In this paper, we
report our initial results on the second step to solve the essential problem that how
these parameters could be adaptively determined to drive the SVM.

Given the input operational data sets, y ={y,,y,, -, y,, }, We estimate their statis-
tics features, such as the mean and variance, as follows:
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We then apply K-S test to all the samples to verify a probability function distribu-
tion (PDF) to characterize the input information source, for which it is most likely
expected to use Gaussian distribution. Consequently, we propose the following tech-
nique to estimate the SVM parameter » via exploiting the above statistics analysis of

the input operational data sources:
7 =Py, > u+o0) )

In other words, the constraint parameter is estimated to be the probability of those
data samples that are larger than 4 +o . As , indicates the mean value of all sam-
ples and & the standard deviation, their combination would provide an adaptive con-
straint to characterize the input data source, which is equivalent to a threshold that is
adaptive to the variation of input statistics and such adaptability is fully automatic.
Figure-1 illustrates such an adaptability, where the shaded area indicates
P(y, > .+ o). As seen, when the statistics of input changes, indicated by the change

of u or o, the shaded area will also change correspondingly.
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Figure-1: Adaptability illustration to the variation of input statistics

3. Experimental Results and Concluding Remarks

To evaluate the proposed algorithm, we carried out two phases of experiments, where
the first phase is to run the K-S test to verify the Gaussian distribution and the second



phase is to detect unusual patterns out of telecommunication network traffic data sets,
which is regarded as one of the most important Cls under the section of ICT.

Given the input samples, the K-S test is characterized by the following op-
eration:

0 if = max
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1 else

<D,

zCi _J. f(y)dy

i<y

(6)

The corresponding hypothesis is given as:

® H=0: It can be established that the tested samples come from a population
with probability distribution f(y) at the given significance level D ;

® H=1: It can be established that the tested samples do not come from a popu-
lation with probability distribution f(y) at the given significance level.

Table-I: K-S test results

izgple f (Y) Vs Doos H
Set-1 Gaussian 0.0026 0.0059 1
Laplace 0.0265 0.0059 0
Set-2 Gaussian 0.0023 0.0057 1
Laplace 0.0254 0.0057 0
Set-3 Gaussian 0.0047 0.0060 1
Laplace 0.0234 0.0060 0

Table-l illustrates all the K-S test results, where we divided the input samples into
three sub-sets for efficiency of analysis purposes, and tested both Gaussian distribu-
tion and Laplace distribution. As seen, all the test results indicate that the samples we
tested conform to the Gaussian distribution for a number of significance levels. In
case that the K-S test indicates a strong fit-in with Laplace distribution, the constraint
parameter should be determined via Laplace PDF in equation (5). As seen, the advan-
tage of the proposed algorithm lies in the fact that the SVM learning is not only made
adaptive to the statistics features of the input data, but also to the varying nature of its
probability distributions. For complicated behaviour of Cls, such approach will prove
useful that a number of PDFs are required to present a piece-wise simulation and
characterization of the input information source.



Figure-2 illustrates the experimental results of the outlier detection via the one-
class SVM learning mechanism for four different sets of traffic data captured from
four network nodes.
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(@) Outlier detection for data set-1 (b) Outlier detection for data set-2
Figure 2: lllustration of experimental results for outlier (undesired events) detection

While the blue points represent the normal behavior of the telecommunication net-
work nodes, the pink highlighted points indicate suspicious patterns or events, which
may need attention or even investigations by the CI operators. Via our industrial
parter’s investigations, it is verified that the proposed algorithm achieved around 80%
accuracy in detecting those true undesired events in comparison with the ground
truth. The associated false positive rate is around 17%, which is a reasonable price to
be paid for the outlier detection. There exist certain relationship between the false
positive rate and true positive rate, and the general trend is that the closer the true
positive rate is to 100%, the larger the false positive rate, which could reach 100% in
certain cases.

In this paper, we have described our latest research activities under the MICIE pro-
ject, where a SVM-based machine learning algorithm is proposed to automatically
monitor the behaviour of Cls and detect unusual patterns or events out of the opera-
tional data sets. The essential idea is to carry out statistics analysis to pre-process the
input information and hence provide a set of context information to drive the machine
learning module and make it adaptive to the statistics of input. In this way, the ma-
chine learning algorithm can be made sort of universal, in which the meaning of input
data could be less regarded via concentrating on capturing their statistics rather than
their functionalities. Experimental results support that such an approach is effective
and also efficient in terms of running costs, due to the fact that the entire process is
computer-aided, self-adapted, and the exposed parameters are tractable by human
users. In practical cases, the statistics estimation and analysis need to be regularly run
to ensure that the hypothesis of a certain probability distribution is correct, and the
specific values of mean and standard deviation are updated.

Finally, the authors wish to acknowledge the financial support for the research
work supported by the MICIE project under the European Framework-7 Programme
(Contract No: 225353).
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