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Il serait insens®, et contradictoire, de penser que ce qui nôa jamais ®t® 

fait jusquô¨ pr®sent, puisse lô°tre autrement que par des moyens qui nôont 

jamais encore été essayés. 

Francis Bacon, Novum Organum, Livre I, Aphorisme 6 
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Introduction 

Most of time, a professional Master differs from a pure academic research as far as the 
topic is strictly bound to a problem or question addressed by the real world. In our case, 
the problem lies on reflexions of the European Authorities after the terrorist attacks of the 
World Trade Centre. 

1.1 The strategic background of for CIP and CIIP 

After the 11th September, most of government will begin to take into account the terrorist 
attacks on critical infrastructure. Thus, after the proclamation of the Patriot Act, the United 
State of America has decided to launch a program called CIP (Critical Infrastructure 
Protection). But more deeply, the reflexion wanted to take into account the whole of 
consequences of large range of attacks against CI [Critical Infrastructure] and CII [Critical 
Information Infrastructure]. Indeed the terrorist attacks had shown that the whole economic 
could vacillate if CI was harmed. In the same way, the European government has decided 
to launch a large program to assess the risk and manage the risk of the whole European 
Critical Infrastructure. The following dates, from a communication of the European 
Commission ([26]), give a historical background of the European strategy on CIP [Critical 
Infrastructure Protection] and CIIP [Critical Information Infrastructure Protection].  

ǐ June 2004 European Council asked for the preparation of an overall strategy to 
protect critical infrastructure. 

ǐ 20 October 2004 The Commission adopted a Communication on Critical 
Infrastructure Protection in the Fight against Terrorism. 

ǐ December 2004 The conclusion of the works of the Council1 endorsed the 
intention of the Commission to propose a European Programme for Critical 
Infrastructure Protection (EPCIP) and agreed to the setting up by the Commission 
of a Critical Infrastructure Warning Information Network (CIWIN) 

ǐ November 2005 adoption of a Green Paper on a European Programme for 
Critical Infrastructure Protection (EPCIP) which provided policy options on how 
the Commission could establish EPCIP and CIWIN 

ǐ December 2005 the Justice and Home Affairs (JHA) Council Conclusions on 
Critical Infrastructure Protection called upon the Commission to make a proposal 
for a European Programme for Critical Infrastructure Protection 

After these strategic and politic decisions, several European projects on CIP and CIIP 
were launched and in 2008, the European Commission commissioned a group of private 
and academic research laboratories, private stakeholders and SME (Small and Medium 
Enterprise) to perform a project called MICIE. Itrust was part of this consortium. 

1.2 Definition of subject 

1.3 Context of work 

Before to present the objective of this research paper, we must ask what are the main 
objectives of MICIE. The ñDo Workò document of MICIE (see [1]) defines the project 
objectives according to the European CIWIN project: 

The MICIE project will provide an alerting system that is complementary to the service 
offered by CIWIN. In fact, in the long term view, CIWIN is only limited to the exchange of 

                                                
1
 ñPrevention, Preparedness and Response to Terrorist Attacksò and the ñEU Solidarity Programme 

on the Consequences of Terrorist Threats and Attacksò 
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information and alarms between CIs. Moreover CIWIN will have a centralized structure, as 
the information are collected by national contact point of Member States and by the 
Commission. MICIE Secure Mediation Gateways will go a step further, as they will allow 
direct communications between different CIs without passing through national contact points 
and EU Commission, with the advantage of a lighter structure that allows a straight 
communication among CI operators without any hierarchical structure. [é] MICIE Mediation 
Gateways will then allow CI to exchange information in realtime, not only related to 
contingent alarms, but describing the actual status of the CI into consideration. ([1]). 

Our research paper joins within this research framework. 

1.3.1 Objectives 

The objectives of our study was triple: 

ǐ First to obtain a best knowledge on the CI, especially on the problem of modelling 
the interdependency of heterogeneous infrastructure, either CI or CII. 

ǐ Second to participate to the elaboration of a modelling method inside the 
workshop of MICIE project and in that aim, to give the itrust point of view on the 
different work package. 

ǐ Third to elaborate a flexible methodology of risk assessment and a tool usable in 
Luxembourger context to model interdependent systems (especially in the energy 
sector). 

These three objectives have been focused in the framework of the Master in the design of 
methodology and tool of flexible risk assessment applicable to composite CI system 
(system composed of several CI). 

1.3.2 Main results 

During the research, the main results of our study can be classify in two types 

1.3.2.1 European project contribution 

The research allowed contributing to defined work package and technical workshops 
inside the MICIE project, especially in 

ǐ ñInterdependency Analysis and Modellingò work-package. We have participated 
to the reflexion of the consortium according to a risk management point of view vs 
a functional point of view. (Cf. [19][20] 

ǐ ñRisk prediction system designò especially in the definition of interdependency 
metrics (Cf. [17]). 

1.3.2.2 Scientific contribution 

In parallel of the project contribution, we have proposed a scientific paper for the 
International Conference CRITIS, which will take place in Bonn at the end of September. 
Unfortunately the paper was not accepted (two favourable advices and two non favourable 
advices), especially for formal reasons. The idea, which is developed in this research 
paper, was considered as very interesting but not sufficiently accomplished according to 
an academic point of view. 

The present thesis is divided in two major parts. The first one will summarise the 
fundamental research performed during the project and underline the main concepts, 
which have been used in the second part of the study. The second part will present the 
finding of our research in the MICIE framework. 



Risk Modelling and Simulation 
for Critical Information Infrastructure Protection  

 

 
7 

1 State of Art 

In this chapter, we present, on one hand (paragraph 1.1 to 1.2), the fundamental notions 
used to describe the risk assessment of critical infrastructure, which constitute the basis of 
research on Critical Infrastructure Protection, and, on the other hand (paragraph 1.3 to 
1.5), the fundamental terminology and analysis around risk assessment used in this 
present study. 

1.1 Risk assessment of critical infrastructure 

1.1.1 Problem Overview 

First of all, we must define what the notion of Critical Infrastructure means. As our study 
professionally joins within the framework of a European project, we use in this thesis the 
definition given by the EU Commission: 

A ócritical infrastructureô means an asset, system or part thereof located in Member States 
which is essential for the maintenance of vital societal functions, health, safety, security, 
economic or social well-being of people, and the disruption or destruction of which would 
have a significant impact in a Member State as a result of the failure to maintain those 
functions. (Council Directive 2008/114/EC: 8 December 2008) 

As a CI does not work alone (cf. below) but always part of a whole of CI, we complete this 
definition by the following terminology2 inspired from the ISO/IEC DTR 19791: 

ǐ We call the whole CI, involved in the risk assessment, a composite CI system 
which typically contains several CI, which can be called sub-systems, each made 
up of multitude components. 

ǐ We define also a component as an identifiable and distinct portion of a CI that 
implements part of that CIôs functionality, especially in term of service. 

In normal working condition, Critical infrastructure has to deliver a set of service with a 
target Quality of Service. Critical Infrastructures cannot work alone but has to inter-act 
each other to be able to deliver their services. Damage on one CI can induce negative 
effect on other CIs and can affect the whole chain of service delivery. The Figure 1 shows 
a typical interdependency tree (see [1]) and, according to this simple tree, we can easily 
imagine the effect of one CI problem on the others. 

 

Figure 1: CIs interdependency tree 

                                                
2
 Most of terms used in this thesis are taken from standard definitions (ISO 15408, ISO/IEC DTR 

19791, ISO/IEC 60050-191) and are enclosed with their reference in the glossary at the end of the 
research paper. 

HealthResearch Facilities FoodSpace

Chemical IndustryTransportFinancial

WaterEnergy and Nuclear IndustryICT
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Thus the risk assessment of one CI has to be done by considering its interdependencies 
with the other CI, especially to avoid the cascading effect induced by an evolution of risk 
level on one or many interdependent CIs. But to take into account the interdependencies, 
a risk analysis of CI shall be based on the modelling of the whole net of CI. Therefore the 
risk assessment methodology has to be based on two linked aspects, as the two faces of 
the same coin, on one hand, the analysis of interdependencies and the other hand the 
modelling of the whole system composed by CI. 

However, another problem appears, if we analyse a composite CI system. This system is 
not a whole of homogeneous entities. On the contrary, it is a composition of 
heterogeneous CI. Therefore, even if we can succeed to model the CI interdependencies, 
the problem of heterogeneousness of CI remains. 

Each CI has its own background and a specific language (technical or/and natural 
language) to evaluate the risk and to communicate about it. Furthermore, since we want to 
treat CI information, some information (system states or even mapping of the entire 
system) must remain confidential for safety, security and business reasons. If, in lot of 
technical sectors, the work of normalisation has tried to federate the language in a same 
framework of definition, this difficulty still remains and therefore some recent studies and 
paper point out the necessity and this advantages of development of Risk Management 
Language (RML). In their paper, which summarise fundamental result of the EU project 
IRIIS, F. Flengte, C. Beyel, E. Rome underline this problem: ñDue to multiple 
dependencies and interdependencies between different systems, communication among 
these systems is of utmost importance. [é] The use of formal, standardised language will 
not only facilitate the communication between different sectors but also between different 
countries and languages. In addition, a formalised language allows the automatic 
generation and processing of the informationò.[2] 

However, if the heterogeneousness of CIs induces the necessity of defining a meta-
language to facilitate communication exchanges between CIs, it also leads to another 
conclusion about the nature of this language. In the research framework of RML and 
according to the analysis of CIs based on Implementation-Service-Effect Metamodel (ISE), 
it appeared that the only layer useful to develop such a language was the service layer. 
Indeed, ñRegarding information sharing between provider of critical infrastructures and 
taking the (possibility) cross sector nature of this communication into account, 
dependencies at the service level are more relevant. The involved parties are concerned 
with the undisturbed availability of the service they consume. They are not interested in 
technical details of possible failures but more in the effects of those failuresò. [2] 

So, if we want to define CI risk analysis, the result of recent studies, which underline the 
necessity of taking into account the composite CI system and the heterogeneousness 
nature of CIs, leads us to the necessity of developing first an interdependency analysis, 
second a composite CI system modelling and third a specific language, i.e., to define 
specific criteria for risk analysis methodology at the level of the service layer. 

1.1.2 Relevant tools and EU projects on CI risk assessment 

Before we present the state of art on interdependency analysis and modelling techniques 
of composite CI system, we summarise the relevant tool and EU project on CI risk 
assessment. 

1.1.2.1 Tools 

The following tables come from one preliminary report delivered in the framework of MICIE 
project [20] and show respectively the area model by the infrastructure sector, the main 
characteristics and the underlining methodologies. 
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Table 1: Tools for modelling and simulation of critical infrastructures (characteristics 
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Table 2: Tools for modelling and simulation of critical infrastructures (developers and areas) 
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Table 3: Tools for modelling and simulation of critical infrastructures (underlying methods) 

1.1.2.2 Relevant projects in Europe 

The following paragraphs give some indications on the most relevant project in Europe on 
CI risk assessment. They are for a large part abstracts and summarises of two MICIE 
reports (cf. [1] and [20]). 

IRRIIS PROJECT (www.irriis.org) [IST-2006-027568] 

Date: 09-2006 Budget: 12,2 Mú 

Acronym: Integrated Risk Reduction of Information-based Infrastructure Systems 

Public life, economy and society as a whole depend to a very large extent on the proper 
functioning of large critical complex infrastructures (LCCIs) like energy supply or 
telecommunication. The EU Integrated Project IRRIIS aims at protecting these 
infrastructures. 

IRRIIS is based on two central components: 

1. A software system, Middleware Improved Technology (MIT), which aims to 
enhance the availability and the survivability of LCCIs by mitigating 
interdependency effect. 

2. A simulator, Simulator for Critical Infrastructure Protection (SimCIP), which aims to 
be a test platform for the MIT. 

The modelling of the real world is realised according to the IRRIIS Behaviour Model, which 
is based on the science of complexity. Actually, only Power System and 
telecommunication system have been modelled in the IRRIIS testing environment. 

CRUTIAL PROJECT (http://crutial.cesiricerca.it/) [IST-2006-027513] 

Date: 09-2006 Budget: 3,15 Mú 

Acronym: CRitical UTility InfrastructurAl Resilience 

The project addresses new networked ICT systems for the management of the electric 
power grid, in which artefacts controlling the physical process of electricity transportation 
need to be connected with information infrastructures, through corporate networks 
(intranets), which are in turn connected to the Internet. 

The modelling method used by CRUTIALôs lie in an innovative approach resides which 
allows modelling interdependent infrastructures taking into account the multiple 
dimensions of interdependencies, and attempting at casting them into new architectural 
patterns, resilient to both accidental failures and malicious attacks. 

http://www.irriis.org/
http://crutial.cesiricerca.it/
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The main objectives of CRUTIAL are to investigate model of architecture according to risk 
scenarios, to analyse the critical scenarios in terms of fault, impacts, to investigate 
distributed architecture enabling dependable control. 

MIA PROJECT (http://www.progettoreti.enea.it/mia/) 

Acronym: Methodology for Interdependencies Assessment 

The aim of MIA project is the definition of a methodology for the assessment of mutual 
interdependencies between ICT and electricity generation / transmission infrastructures 

MIA aims to build a innovative methodological framework and relative metrics for the best 
practice approach needed in the field of networks inter-dependencies analysis. The 
framework will be tested on a practical Italian case study, scalable to EU level. 

The main steps of MIA are: 

1. Identify the most relevant assets of targeted systems. 
2. Codify ICT and Power Supply information into a modelling structure. 
3. Merged the most relevant information into a single multi-graph representation. 
4. Quantify the interdependencies via a defined metrics. 
5. Provide indicator of interdependencies. 

DIESIS PROJECT (http://www.diesis-project.eu/) 

Acronym: Design of an Interoperable European federated Simulation network for critical 
InfraStructures 

DIESIS proposes to establish the basis for a European modelling and simulation e-
infrastructure based upon open standards. Such an e-infrastructure is intended to foster 
and support research on all aspects of critical infrastructures with a specific focus on their 
protection. 

In particular DIESIS will 

1. develop an extensive ontology of communication protocols in order to define a 
standard for interoperable simulation. 

2. provide concepts of interoperability of modelling and simulation technologies 
3. design an ICT architecture for a distributed European e-Infrastructure 

We can note that the modelling technique of DIESIS is based on a complete physical 
simulation of CI or CIôs components and DIESIS will not include a risk level estimation. 

1.2 Interdependency and modelling methods 

As we mentioned above, interdependency and modelling methods are the basis of the risk 
assessment of composite CI system. The two following paragraphs summarise the main 
theoretical foundations of most of interdependency and modelling methods 

1.2.1 Interdependency 

According to the general definition of interdependency applied to the risk assessment 
framework, we can define the interdependencies between two infrastructures as the bi-
directional relationship of impact between two infrastructures, through which the variation 
of risk level of each infrastructure influences or is correlated to variation of risk level of the 
other. 

http://www.progettoreti.enea.it/mia/
http://www.diesis-project.eu/
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In literature different types of interdependencies have been identified and a classification 
has been attempted [8]. In the European project IRIIS (cf. [9]), the authors reports two 
types of a classification. In the first one (cf. [10]) four principal classes of 
interdependencies are distinguished: physical, cyber, geographic, and logical 
interdependencies, defined as follows: 

1. Two infrastructures are physically interdependent if the state of each one depends upon the 
material output(s) of the other. Physical interdependencies arise from physical linkages or 
connections among elements of the infrastructures. 

2. An infrastructure has cyber interdependency if its state depends on information transmitted 
through the information infrastructure. 

3. Two infrastructures are geographically interdependent if a local environmental event can 
create state changes in all of them. This implies close spatial proximity of elements of 
different infrastructures, such as collocated elements of different infrastructures in a common 
right-of-way. 

4. two infrastructures are logically interdependent if the state of each depends upon the state of 
the other via some mechanism that is not a physical, cyber, or geographic connection. For 
example, various policies, legal, or regulatory regimes can give rise to logical linkage among 
two or more infrastructures. 

The second classification (cf. [11]) describes the interdependency relationship into five 
types: 

1. Input: the infrastructure requires as input one or more services from another infrastructure in 
order to provide some other service.  

2. Mutual dependence: at least one of the activities of each infrastructure in a collection of 
infrastructures is dependent upon each of the other infrastructures. 

3. Co-located: any of their physical components are situated within a prescribed geographical 
region. In this case, the infrastructures have in common the physical location they share. 

4. Shared (AND): some physical components or activities of an infrastructure used in providing 
two or more services are shared.  

5. Exclusive-or (XOR): only one of two or more services can be provided by an infrastructure 
component at a time. Note that a disturbance in an infrastructure that is dependent on 
another by virtue of its inability to operate if the other infrastructure is operating, will affect 
just its own provision of service.  

1.2.2 Modelling 

According to the MICIE report [19], modelling methods for heterogeneous system can be 
classified in four types depending on the theoretical framework used to model the relation 
between events occurring at system level and the system: 

ǐ Combinatorial methods (i.e. Reliability Analyzers). This methodology assumes that 
events, which are represented, are statistically independent. 

ǐ State-space methods (i.e. Markov chains, Generalised Stochastic Petri Nets; Coloured 
Stochastic Petri Nets; Stochastic Activity Networks). This methodology model the 
whole set of possible states of the system and of the possible transitions among them. 
For example stochastic analysers can be used to compute probabilistic dependability 
measures (cf. IRRIIS project).  

ǐ Local-dependencies methods (i.e. Dynamic Fault-trees (DFT); Bayesian Networks (B 
Dynamic Bayesian Networks (DBN)). This method assumes localized dependencies 
among events. A Bayesian network allows representing a system as a set of nodes 
(random variables) and links that expresses the probabilities among the variables. 
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ǐ Holistic-reductionistic methods (i.e. Input-output Inoperability model (IIM); Entities 
interactions simulations). This methodology is based on interaction analyses on 
modelling input-output interactions among CIs and among CIs and their elements. 

1.2.3 Typical problems of modelling 

As underline the authors of MICIE preliminary report [20], each attempt of modelling, either 
of composite CI system or of CI, has to solve typical problems to become a provable 
method. 

1. The ñdata-chicken-egg-problemò 

The risk assessment of a CI needs to have a model the CI but the model needs 
often to have some result of a risk assessment to be able to model the right 
components. 

2. The ñlevel-of-abstraction-problemò 

The risk assessment strictly depends on the rightness of the modelling level. If 
the level is too high only trivial results can be achieved. If level is too low, there 
will be too more date to conclude. 

3. The ñparticular-answers-problemò 

The behaviour of a CI depends on lot of parameters and even a little technical 
change can induce a big trouble. This fact can question the validity of the model 
at any time: Are my assumptions general enough? 

4. The ñdifferent-views-problemò: 
There is not a single point of view to assess a complex infrastructure as CI. And, 
as we have underlined above, each sector has its own language. 

These methodological puzzles conclude the display of the fundamental notions used to 
describe the risk assessment of critical infrastructure. We are going to consider now the 
fundamental terminology and analysis around risk assessment used in this present study. 

1.3 Risk Analysis 

1.3.1 Definition of risk 

The terminology of risk is the main concept of this study and we consider that it still 
remains important to present a clear definition, even if this aspect of our study seems to 
push opened doors. 

We can define the risk, in a general manner, as a combination of probability/likelihood for a 
negative event (accident) to occur and the resulting negative consequence if the accident 
occurs.[1] 

In other way, the risk can be defined (see figure below) as a complex function of threat, 
vulnerability associated to threat, the potential negative impact if an event due to one or 
many threats occurs and the effectiveness of counter-measures used to reduce the 
vulnerabilities. 



Risk Modelling and Simulation 
for Critical Information Infrastructure Protection  

 

 
15 

 

Figure 2: Schematisation of conventional definition of risk
3
 

NB: The Figure 46, which uses the UML4 notation, can be explained as follow from top to 
down: 

¶ A risk is considered as a composition of one event (negative for the entity) with, at 
least, one impact. The negative event leads at least to one impact on the 
considered entity. 

¶ The event is considered as a composition of one threat and, one vulnerability at 
least. The threat exploits one or many vulnerability of the considered entity. 

¶ An impact can provoke other impacts by a cascading phenomenon. The impact 
often leads to take countermeasures (or controls), which allow containing one 
vulnerability at least. 

This definition will be the fundamental basis to develop the concept of risk in service 
approach. According to this definition, we can deploy an ontology of risk. 

1.3.2 Ontology of risk 

The present paragraph is a fast summary of the complete description enclosed in the 
N. Mayer thesis [14], towards which we send back the reader for more details. In his 
thesis, the author proposes an ontology of risk for the ISSRM [Information System Security 
Risk Management] model, schematised in Figure 3 (cf. [14]). As the author underlines, the 
ISSRM is a mean for companies to decide how to deploy their security strategy according 
to their own investment limits and the assessment of risk on their own infrastructure: 

ñIS Security RM (ISSRM) is paramount because it helps companies to adopt cost-effective 
security measures. Indeed, security threats are so numerous that it impossible to act on all of 
them because (1) every technological security solution has a cost, and (2) companies have 
limited resources. Hence, companies want to make sure that they adopt only solutions for 
which the ROSI [Return Of Security Investment] is positive. This is done by comparing the 
cost of a solution with the risk of not using it, e.g., the cost of a business disruption due to a 
successful security attack. In this sense, ISSRM plays an important role in the alignment of a 
company's business with its IT strategyò. [14] p. 2. 

The first part of the risk management consists in describing logically how a company can 
be impacted by a risk and how it can avoid catastrophic consequences of this impact by 

                                                
3
 See [14] 

4
 UML: Unified Modelling Language is a standardized general-purpose modeling language in the 

field of software engineering. Wikipedia, art UML, http://en.wikipedia.org/wiki/Unified_Modeling_Language 
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respecting the security strategy objectives (especially with respect to financial strategy). 
The explanation of this logical chain (in a general view) is the aim of the ontology of risk 
proposed by the author and schematised in Figure 3. 

 

Figure 3: The ISSRM domain model 

The author distinguishes three concepts to describe the logical chain of risk management 
(see [14] pp. 104-108): 

1. The asset-related-concepts which describe ñwhat are the assets important to 
protect, and what are the criteria to guarantee asset securityò. They include 

a.  The general term of asset
5
, i.e. ñanything that has value to the organisation and is 

necessary for achieving its objectivesò. 

b. The term of security criterion also called security property, i.e. ñproperty or 
constraint on business assets characterising their security needs. Security criteria 
act as an indicator to assess the significance of riskò Their nature can vary 
according to the type of asset and the granularity and the type of the assessment. 

2. The risk-related-concepts which describe ñhow the risk itself and its components 
are defined, what are the major principles that should be taken into account when 
defining the possible risksò The assembling concepts present the logical chain of 
the emergence of the risk which can be defined as ñthe combination of a threat with 
one or more vulnerabilities leading to a negative impact harming one or more of the 
assetsò. (for the terminology see § 1.3.1). 

Note: N. Mayer defines more precisely the threat thanks to the linked notions of threat agent 
(i.e. ñan agent that can potentially cause harm to assets of the IS. A threat agent 
triggers a threat and is thus the source of a riskò) and attacks method (i.e. ñstandard 
means by which a threat agent carries out a threatò) 

                                                
5
 In the ISSRM model, an asset can be either a business asset, i.e. ñwhat has value in term of 

businessò, (it is an immaterial item), or a IS asset, component of the IS ñthat has value to the 
organisation and is necessary for achieving its objectives and supporting business assetsò. 
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3. The risk treatment-related concepts which describe ñthe different levels of design 
decisions on the ISò. We could define these concepts as the necessary concept to 
lead the risk mitigation strategy of the organisation. They include: 

a. Risk treatment, i.e. ñthe decision of how to treat identified risksò. It can be one of the 
conventional attitudes, i.e. risk retention (no treatment), risk avoidance, risk 
reduction, risk transfer (see [4]). ñA treatment satisfies a security need, expressed in 
generic and functional terms, and can lead to security requirementsò. 

b. Security requirement, i.e. ñcondition over the phenomena of the environment that we 
wish to make true by installing the IS, in order to mitigate risksò. 

c. Control (also called countermeasure or safeguard), i.e. ña designed means to 
improve security, specified by a security requirement, and implemented to comply 
with itò. 

According to this conceptualisation, we can understand how to assess a risk, how to treat 
it according to a decided security strategy: 

¶ The risk can be defined as a combination of a negative event and its impact. The 
negative event is the potential exploitation by a threat, which comes from a threat 
agent using an attack method, of a vulnerability characteristic of one IS asset, at 
least. The impact can, on one hand, harms the asset, and, on the other hand, 
provoke other impacts. 

¶ The risk, significantly assessed by security criterion (part of security strategy) can 
be treat (decision of risk treatment) by controls, which fulfil the security 
requirements designed in the risk treatment decision according to security criterion. 

To conclude this point and refine this ontology at Service approach, we can note that this 
schema could be completed (according to our definition of risk, see §1.3.1) by a link 
between control and vulnerability: the control must reduce the vulnerability, which lead to 
introduce such control, but it can also contain some other vulnerabilities: e.g.: an access 
procedure with login and password can reduce illicit access but can also introduce new 
vulnerabilities like the illegal access to login and password database, problems linked to 
forgotten keys management etcé 

We can also note that the security criterion will be directly linked with the ROSI in a 
classical ISSRM point of view. As this security criterion is also the central point to define 
which type of risk management or risk assessment techniques is useful, in ISSRM model, 
the link of security criterion with the ROSI, lead us to prefer, more than less systematically, 
a business analysis of risk, as BIA (Business Impact Analysis, see [21]). Nonetheless, as 
the security criterion in risk assessment of composite CI system do not directly lie in the 
business analysis but is more often oriented on the service continuity or quality of service, 
our last remark leads us to ask which type (or types) of risk assessment is (are) more 
relevant for CI risk assessment. 

1.3.3 Envisaged method of risk assessment 

1.3.3.1 Generality on risk management 

In this present study, we use the terminology defined in ISO/IEC 27005 (see [4]) to 
describe the risk assessment. The risk assessment is defined as a main part of the risk 
management and we can describe it as the Figure 4 shows in three steps (the first two 
steps are defined as the risk analysis6): 

                                                
6
 We have to note the terminology of risk analysis is not unambiguous according to the authorities of 

normalisation. Indeed, in the final draft of the CEI/FDIS 31010 (already quoted), risk analysis seems 
to be reduced to the second step of the risk assessment (see Figure 1 in [21]). 
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Figure 4: Risk assessment in ISO/IEC 27005 

1. Risk identification: the risk identification is a ñprocess to find, list and characterize 
elements of riskò (see § 3 of [4]). The risk identification includes: 
ǐ Identification of threats 
ǐ Identification of existing controls (or countermeasures) 
ǐ Identification of vulnerabilities 
ǐ Identification of consequences (impacts) 

2. Risk estimation: the risk estimation is a ñprocess to assign values to the 
probability and consequence of a riskò (see § 3 of [4]).The risk estimation includes 
ǐ Qualitative or quantitative estimation of risk which aims to list the 

consequences of an incident scenario expressed with respect to assets an 
impact criteria 

ǐ Assessment of incident likelihood, which aims to determine the likelihood of 
incident scenarios. 

ǐ Level of risk estimation, which aims to determine the level of risk for relevant 
scenarios 

3. Risk evaluation: the risk evaluation aims to compare the risk level with risk 
evaluation criteria and risk acceptance criteria. The final purpose of risk evaluation 
is to draw up ña list of prioritized risks according to risk evaluation criteria and in 
relation of incident scenariosò. 
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The risk assessment of CI and composite CI system, proposed in this study, is based on 
the three part of risk assessment defined in the ISO 27005, even if the three parts are 
redefined in their method and area to be on line with the reality of CI. 

1.3.3.2 Relevant methodology of CI risk assessment 

Although we propose in this study to define a specific risk assessment for CI and 
composite CI infrastructure, this risk assessment, especially the risk estimation, does not 
exclude other approaches and particularly the following one, which are well fitted to 
describe the continuity and quality of service, two major points of risk assessment of CI. 
Furthermore, as the CI analysis is almost made according to scenarios (of environmental 
accident, technical failures, terrorist attacks), we have add the risk assessment 
methodologies which directly treat this sort of inputs. 

However, we want to draw the attention of the reader that, in this paragraph, he will not 
find a whole description of the method, since this sort of information remains out of scope 
of our presentation. We just want to list the relevant methodologies and, in that aim, we will 
use the general presentation found in the final draft of CEI/FDIS 31010 standard. 

SCENARIO ANALYSIS 

Scenario analysis is a name given to the development of descriptive models of how the 
future might turn out. It can be used to identify risks by considering possible future 
developments and exploring their implications. Sets of scenarios reflecting (for example) 
óbest caseô, óworst caseô and óexpected caseô may be used to analyse potential 
consequences and their probabilities for each scenario as a form of sensitivity analysis 
when analysing risk. 

Scenario analysis may be used to anticipate how both threats and opportunities might 
develop and may be used for all types of risk with both short and long term time frames. 

ROOT CAUSE ANALYSIS (RCA) 

The analysis of a major loss to prevent its reoccurrence is commonly referred to as Root 
Cause Analysis (RCA), Root Cause Failure Analysis (RCFA) or loss analysis. RCA is 
focused on asset losses due to various types of failures while loss analysis is mainly 
concerned with financial or economic losses due to external factors or catastrophes. It 
attempts to identify the root or original causes instead of dealing only with the immediately 
obvious symptoms. 

RCA is applied in various contexts with broad areas of usage as failure analysis used in 
technological systems related to reliability and maintenance. 

FAILURE MODES AND EFFECTS ANALYSIS (FMEA) AND FAILURE MODES AND EFFECTS AND 

CRITICALITY ANALYSIS (FMECA) 

Failure modes and effects analysis (FMEA) is a technique used to identify the ways in 
which components, systems or processes can fail to fulfil their design intent. FMECA 
extends an FMEA so that each fault mode identified is ranked according to its importance 
or criticality. 

FMEA/FMECA may be applied during the design, manufacture or operation of a physical 
system. To improve dependability, however, changes are usually more easily implemented 
at the design stage. 
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FAULT TREE ANALYSIS (FTA) 

FTA is a technique for identifying and analysing factors that can contribute to a specified 
undesired event (called the ñtop eventò). Causal factors are deductively identified, 
organised in a logical manner and represented pictorially in a tree diagram which depicts 
causal factors and their logical relationship to the top event. 

A fault tree may be used qualitatively to identify potential causes and pathways to a failure 
(the top event) or quantitatively to calculate the probability of the top event, given 
knowledge of the probabilities of causal events 

EVENT TREE ANALYSIS (ETA) 

ETA is a graphical technique for representing the mutually exclusive sequences of events 
following an initiating event according to the functioning/not functioning of the various 
systems designed to mitigate its consequences (see Figure B.3). It can be applied both 
qualitatively and quantitatively. 

ETA can be used for modelling, calculating and ranking (from a risk point of view) different 
accident scenarios following the initiating event. 

CAUSE-CONSEQUENCE ANALYSIS 

Cause-consequence analysis is a combination of fault tree and event tree analysis. It 
starts from a critical event and analyses consequences by means of a combination of 
YES/NO logic gates which represent conditions that may occur or failures of systems 
designed to mitigate the consequences of the initiating event. The causes of the conditions 
or failures are analysed by means of fault trees 

Cause-consequence analysis was originally developed as a reliability tool for safety critical 
systems to give a more complete understanding of system failures. Like fault tree analysis, 
it is used to represent the failure logic leading to a critical event but it adds to the 
functionality of a fault tree by allowing time sequential failures to be analysed. The method 
also allows time delays to be incorporated into the consequence analysis which is not 
possible with event trees. 

CAUSE-AND-EFFECT ANALYSIS 

Cause-and-effect analysis is a structured method to identify possible causes of an 
undesirable event or problem. It organizes the possible contributory factors into broad 
categories so that all possible hypotheses can be considered. It does not, however, by 
itself point to the actual causes, since these can only be determined by real evidence and 
empirical testing of hypotheses. 

Cause-and-effect analysis provides a structured pictorial display of a list of causes of a 
specific effect. The effect may be positive (an objective) or negative (a problem) depending 
on context. It is used to enable consideration of all possible scenarios and causes 
generated by a team of experts and allows consensus to be established as to the most 
likely causes which can then be tested empirically or by evaluation of available data. 

LAYERS OF PROTECTION ANALYSIS (LOPA) 

LOPA is a semi-quantitative method for estimating the risks associated with an undesired 
event or scenario. It analyses whether there are sufficient measures to control or mitigate 
the risk. 
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LOPA may be used qualitatively simply to review the layers of protection between a hazard 
or causal event and an outcome. 

1.3.3.3 Normalised approach of risk: ISO 15408 

To conclude the overview of risk assessment methodologies or techniques, we take the 
attention of the reader on the ISO 15408, also known as Common Criteria. It is not, strictly 
speaking, a methodology of risk assessment but rather a method of system evaluation 
according to security criteria, to define or to judge a product or to find one, for particular 
usage involving security specifications. But as the standard asserts,  

by establishing such a common criteria base, the results of an IT security evaluation will be 
meaningful to a wider audience. The CC will permit comparability between the results of 
independent security evaluations. (see [7]) 

We have underline in bold the two main word of this assertion. The Common Criteria own 
two major properties: the meaningful and the comparability. These formal properties of this 
standard can be very useful for our method. Indeed, it trace for us a way, on one hand, to 
avoid the difficulty, which is involved by the heterogeneousness of CI, and, on the other 
hand, to define a scale of risk for every CI involved in the composite CI system, in spite of 
their heterogeneousness of CI and of the technical background. As the Common Criteria 
allows comparing the security level of a technical product like a firewall and of a large IT 
system, we will try to put the first milestones of a methodology of risk management able to 
asset a various set of CI. 

The aim of the Common Criteria is described as the establishment of ña level of confidence 
[called EAL and rank from 1 to 7] that the security functions of such products and systems 
and the assurance measures applied to them meet these requirementsò(see [7]). This 
process use lot of criteria and associated metrics and finally a matrix of combination to 
determine the corresponding EAL. The Figure 5 bellow shows the EAL summary table 
(matrix of combination) and an example of EAL determination. 

 

 

For a given target (an IT system), 
we determine a ranking for every 
assurance classes according to a 
determined assurance class 
metric. The combination of all 
theses ranking, according to the 
table EAL summary allows 
determining its EAL: here EAL3 
because of the value of 2 for 
assurance level ADV_HLD. 

If two target of evaluation share 
the same EAL, we can truth that 
their security functions meet the 
same level of security 
requirements. 

Figure 5: Determination of Assurance Level in Common Criteria ([7]) 

During this study, we will use the same process of ranking to assess the CIsô risk level and 
to have a scale of comparison between them. But to be able to build up such scale, i.e. 
such metrics and logical rule of combination, we need to present other useful notions. 

Assurance class in which
the target is assessed

Assurance Level obtained

Ranking of the target in
each assurance class
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1.4 Dependability 

1.4.1 General notion 

The notion of dependability has already a long history before the terminology as such, is 
known in the scientific literature and integrated in the analysis. As A. Aviģienis, J-C. Laprie 
and B. Randell write in their paper (see [3]), the origin of the notion can be associated with 
the reflexion on calculating engine. Thus, in July 1834, Dr Dionysius Lardner underlines 
the necessity to improve the calculating by independent redundancy: 

ñThe most certain and effectual check upon errors which arise in the process of computation, 
is to cause the same computations to be made by separate and independent computers; and 
this check is rendered still more decisive if they make their computations by different 
methodsò. (ñBabbageôs calculating engineò, Edimburgh Review, July 1834, [3]) 

The first generation of electronic calculator (in 1940), which used unreliable components, 
lead to the development of error or failure analysis, error removal, recovery procedure 
under the work of scientific as J. Von Neumann, E.F. Moore, C.E. Shannon and 
W.H. Pierce. However, we must wait the beginning of 1980ôs before the first general theory 
was built by the authors of the mentioned paper. We can note that the first working 
conference on dependability was only held in 1989. 

Because of the history of its emergence, the notion of dependability has been applied to 
computing system. The definition, in this area, is given by the previous authors as: 

ñthe ability [of a computing system] to deliver service that can justifiably trustò [3]. 

The authors add that this notion is: 

ñan integrative concept that encompasses the following basic attributes: 

¶ Availability: readiness for correct service 

¶ Reliability: continuity of correct service 

¶ Safety: absence of catastrophic consequences on the user(s) and the environment 

¶ Confidentiality: absence of unauthorised disclosure of information 

¶ Integrirty: absence of improper system state alterations 

¶ Maintainability: ability to undergo repairs and modifications.ò 

More generally, the systematic exposition of the concept of dependability consists in three 
parts as shows the Figure 6 below: 

ñThe threats to, the attributes of, and the means by which dependability is attainedò 

 

Figure 6: The dependability tree ([3]) 

First we can note that this exposition shows that the dependability concept addresses 
three major properties of security quality. But this exposition would not be complete, if we 
do not precise shortly what areas, the notions of error and failure cover. Indeed, as the 
dependability concept comes from the computing sector, the notions of error and failure 
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could be limited at first sight to the computing errors and failures. But it is not. The two 
schemas below, enclosed in the previously mentioned paper, which describe the failures 
modes and the fault classes, show the contrary. Error and failures cover vast areas from 
environmental threats to human threats (malicious or accidental). This precision is quite 
important if we want to use the notion of dependability in risk assessment. 

 

Figure 7: The failure modes ([3]) 

 

Figure 8: The Elementary fault classes ([3]) 

1.4.2 Application of the notion and necessity of extended notion 

After the 1980ôs, the concept of dependability was universally accepted and it was used to 
design computer systems and to improve the quality of systems. Thus we can quote some 
usage of dependability concept as: 

¶ In a service-oriented approach (SOA), to be able to assess the increase of 
orchestrated service. (see [22]) 

¶ a measure for the digital publishing area. (see [23]) 

¶ to assess safety and security in embedded systems (see [24]) 

More and more the dependability become a central notion to address security and the 
concept is ceaselessly explained or remodelled to improve its capacities of explanation. 
The notion still remains alive. For example, in their paper, G. Despotou andT. Kelly 

ñexamine the suitability of extending existing methodologies and concepts from safety case 
development practice to address the wider concerns of dependability argumentsò (see  

More theoretically, J.  Hu, P. Bertok and Z.  Tari in their paper titled Taxonomy and 
Framework for Integrating Dependability and Security [12], try to adjust the concept of 
dependability to the whole domain of security and, in that aim, they are leaded to extend 
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the notion of dependability. Indeed if they mention that we can define the dependability of 
a system according to two traditional and alternative expressions: 

1. ñDependability is the usersô justifiably trustworthiness on the ability of a system 
delivering the service to the usersò. 

2. ñDependability is a systemôs ability to avoid service failures that are more frequent 
and more severe than is acceptableò [we can add ñby the usersò]. 

the authors also mention, ñthere exist many different ways describing dependability, a 
consensus view is to describe dependability via threats, attributes, and means. A typical 
top-level ontology of the dependability is shows in Figure 9ò [12] (see below). But they 
suggest reframing the dependability attributes to meet six of five security principles as 
follows: 

1. Availability: Readiness for correct service. The correct service is defined as delivered 
system behaviour that is within the error tolerance boundary (i.e. a range within which the 
error is considered acceptable by a system or user). This definition meets the definition of 
availability performance previously quoted. 

2. Reliability: Continuity of correct service. This is the same as the conventional definition. 
3. Safety: Absence of catastrophic consequences on the user(s) or the environment. This is 

the same as the conventional definition. 
4. Integrity: Absence of malicious external disturbance that makes a system output off its 

desire service. 
5. Maintainability: Ability to undergo modifications and repairs. This is the same as the 

conventional definition. 
6. Confidentiality: Property that data or information are not made available to unauthorized 

persons or processes. 
7. Authenticity: Ability to provide Services with provable origin. In other words, the output can 

be verifiably linked to a system. 
8. Non-repudiation: Services provided cannot be disclaimed later. In our model, once the 

system provided an output, there is no way to deny it. 

This possibility of extended the notion of dependability to address more completely the 
security properties will be use to address the risk assessment of CI. But, before, to 
propose an extended notion of dependability better adapted to the risk assessment, we 
must define another central notion for the description of the CI functioning: that is the 
Quality of Service [QoS]. 
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Figure 9: Dependability ontology based on concepts and terms from IFIP WG 10.4. From Helvik 
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1.5 Quality of Service 

1.5.1 Definition of IEC 

In IEC International Electro-technical Vocabulary [5], which deals with the Dependability 
and the quality of service, the dependability concept is defined as ña collective term used 
to describe the availability performance and its influencing factors: reliability performance, 
maintainability performance and maintenance support  performanceò. The standard 
defined the major terms of the definition as follows: 

¶ Availability Performance is the ability of an item to be in a state to perform a required 
function under given conditions at a given instant of time or over a given time interval, 
assuming that required external resources are provided [see IEV 191-02-05]. 

¶ Reliability performance is the ability of an item to perform a required function under 
given conditions for a given time interval [see IEV 191-02-06]. 

¶ Maintainability performance is the ability of an item under given conditions of use, to be 
retained in, or restored to a state in which it can perform a required function, when 
maintenance is performed under given conditions and using stated procedures and 
resources [see IEV 191-02-07]. 

¶ Maintenance support performance is the ability of maintenance organisation, under 
given conditions, to provide upon demand, the resources required to maintain an item, 
under a given maintenance policy [see IEV 191-02-08] 

Even if, in this definition the four terms seems to have the same weight, the availability is 
the central notion on which depend the other terms (reliability, maintainability and 
maintenance). But, most important for our study, the standard defines the relationships 
between the Quality of Service and the dependability as shows the Figure 10: 

 

Figure 10: Quality of service and Dependability in IEC 60050-191 

1.5.2 QoS and dependability 

As the Figure 10 shows the dependability addresses two major characteristics of the 
defined Quality of Service: the accessibility and the retainability of the Service, i.e. the 
ability of a Service: 

¶ to be obtained, within specified tolerances and other given conditions, when requested 
by the use. 

¶ once obtained, to continue to be provided under given conditions for a requested 
duration. 
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According to this definition, it is also possible to identify which attributes of dependability 
allows fulfilling the two characteristics of QoS mentioned above (see Figure 11, the blue 
arrows) 

 

Figure 11: Attributes of QoS addressed by the Dependability in IEC 60050-191 

However, the definitions of the standard do not allow the concept of dependability to 
address the whole of attributes of the QoS. It misses the capability, the operability, the 
integrity and the support of the Service, i.e., in the order, the ability of a Service: 

¶ to meet a service demand of given quantitative characteristics under given internal 
conditions. 

¶ to be successfully and easily operated by a user. 

¶ once obtained, to be provided without excessive impairments 

¶ to provide a service and assist in its utilization 

Therefore, it appears necessary to take into account an ñextendedò concept of 
dependability to be able to address the whole attributes of Quality of Service defined 
above. Indeed, the QoS is the central point of view to assess the risk in our study, since 
our project has to provide a solution to assess the risk in term QoS. At this point, we must 
explain more precisely what are the upholders and outcomes of the European project 
MICIE, on which our study is based 

Dependability

Service 
accessibility 
performance

Service 
retainability 

performance

Availability 
performance

Reliability 
performance

Maintainability 
performance

Maintenance 
support 

performance



 

Master of 
Information Systems Security Management 

 

 
28 

 

2 Risk assessment for MICIE 

2.1 Introduction 

2.1.1 Context 

Critical Information Infrastructure (CII) information has become an essential part of Critical 
Infrastructure Protection (CIP) as inter-communication of relevant information has become 
an essential asset to make correct decisions for assuring the quality of service (QoS), in 
case of failures or deliberate attacks, on Critical Infrastructures. The risks which can occur 
on CI, must be analysed in real time to be pertinent for the CI management ï including 
monitoring and prediction process ï and to avoid risk cascading phenomena. In the aim to 
improve the security of European CIP capability in Europe, the European Commission has 
launched a research program called MICIE (Tool for systeMIc risk analysis and secure 
mediation of data exchanged across linked CI information infrastructurEs) which will to 
lead to the design and the implementation of an alert system for interdependent and 
heterogeneous CIs. 

In that aim the MICIE project shall: 

ñsupport the improvement of Critical Infrastructure Protection capability in Europe through 
the design and implementation of a on-line MICIE alerting system able to predict, in real 
time, the cascade effects (expressed in risk levels of being no more able to provide the 
services with the target Quality of Service [QoS]) on a given CI of some undesired events 
happened in the reference CI and/or in other independent CIs. It is expected that this MICIE 
alerting system will become a formidable tool in order to support the decisions to be taken by 
the CI operatorsò. (see [1]) 

2.1.2 Objectives 

In a first step the MICIE project aims at designing CI models in off-line mode to be able to 
describe the CI and the interdependencies. In a second step, it aims at designing and 
implementing an information collecting and communicating gateway, i.e. definition of 
technical systems, protocol and information data. And in a last step, it aims at designing 
and implementing the MICIE alert system itself, based on the developed CIs modelling 
methodology, and finalised to risk assessment. The schema above shows the overview of 
the MICIE alert system: 

 

Figure 12: MICIE Secure Mediation Gateway and MICIE on-line Prediction Tool ([1]) 
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Unfortunately, the only description of the main purpose of the MICIE project, even 
illustrated by the schema above, do not allow to characterise the methodology to use for 
the risk assessment and the logic of the project step described above.  

However, the MICIE description of work, in specifying the context of a CIs risk 
assessment, gives some indications on the methodology to lead. This specificity can be 
summarised as follows: 

ǐ the methodology has to be based on a precise understanding of the CIs nature and 
their interdependency. As noticed the Description of the Work [1], ñIn the framework 
of the MICIE project, the existence and the nature of qualitative and quantitative CI 
interdependency indicators will be investigated and the most appropriate solution 
will be selected for the implementation in the CI modelsò. ñSuch indicators, as also 
noticed the document, will assess ñthe impact of the QoS degradation experienced 
in a given CI in consequence of some undesired events affecting the QoS of the 
services provided by other interdependent CIsò. We must also note that, as the 
QoS of CIs services is the main concept to qualify the CIs services, the risk, in our 
methodology, has to be based directly on the notion of QoS. 

ǐ the methodology has to be the theoretical ground of a real-time tool, called MICIE 
alert system, which allows measuring, with a specified assurance level, the risk 
state of each CI (or subsystem included in a CI), called risk level, and the influence 
of risk variation between several interdependent CIs. 

ǐ the methodology has to lead to the definition of  a risk level, which will facilitate the 
information exchanges between the CIs (i.e. communication of relevant information 
to all entities participating in the distributed CI) and which facilitate, in fine, the 
European management of CIP. 

The risk assessment will also have to be compliant with three major phases the MICIE 
project, i.e.: two off-line phases ï phase of modelling and phase of simulation for defined 
scenarios to validate the interdependency model - and, one on-line phase ï phase of 
monitoring and prediction to manage the real-time risk level. 

Then, the first work of our project has been to model this three phase in a global 
perspective of risk management. The Figure 13 gives a schematic representation of the 
whole organisation of MICIE project in a process of continuous improvement according to 
the Plan Do Check Act (PDCA) cycle. We can note that the whole project use not one 
PDCA cycle but at least three: 

ǐ one for off-line tool: this cycle allows creating a model and improving it. (see 
Figure 13 green arrows). 

ǐ one for on-line tool: this cycle allows computing for each CI its own risk level 
according to the final model and choosing the best policy of risk 
mitigation to improve its risk level. (see Figure 13 blue arrows) 

ǐ and one for the whole project: this cycle allows validating the final model, taking 
into account the modification of the composite CI system and 
finally improving first the model and second the modelling 
method, the prediction and simulation tools (which are strictly 
linked with the modelling). 
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Figure 13: Risk assessment in the MICIE context 

Although, this global perspective must be keep in mind in our thesis, we are going to focus 
now our research on a method of risk assessment, i.e. the first two steps of the global 
PDCA cycle, allowing deploying a simulation and predicting tool of risk levels. 

However, as the state of art underlined, several strategies are possible and feasible to 
perform the goal of MICIE project and for us to develop a risk assessment technique. 
Therefore, before to deploy our own risk assessment methodology according to the 
scheme of ISO 27005 (risk identification, risk estimation and risk evaluation), we are going 
to fix the methodological assumption of our study. 

2.2 Assumption of work 

As we mentioned in the state of art around the problematic of the heterogeneousness of 
CIs, the risk assessment of composite CI system can only be done at the service layer 
level i.e. in the perspective of Service oriented approach. This point of view is that of 
MICIE. However, as the language of communication between CI had to qualify the risk on 
the quality of service delivered by each CI, we will chose to base our meta-language on 
the notion of dependability. 

The choice of Service oriented approach, that of dependability notion to qualify the QoS 
constitute the fundamental assumptions of our work. The following paragraphs want at 
least explain them and, to a certain extent justify them 

2.2.1 Service oriented approach 

As we have already underlined, the heterogeneousness of elements, which constitute any 
composite CI infrastructure, leads to situate the risk assessment at the service layer. In the 
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deliverables of MICIE project, this constraint induces a Service oriented approach. The 
report defines this approach as follows: 

The service oriented approach confines the understanding of the (physical, logical human) 
elements throughout services are delivered, the relevant time-scales and the infrastructure 
boundaries for the considered services. To provide services is the purpose of any 
infrastructure. Services can be delivered to single end-users, to some components of the 
same infrastructure (internal services) or to some other critical infrastructure (external 
services). (see [19]). 

And the Service oriented approach applied on a composite CI infrastructure leads us to 
define the elements on which the QoS depends: 

The quality of a service delivered by an infrastructure depends on the infrastructures itself 
(i.e. its physical equipment, its organization, its human resources, etc.) and, to some extent, 
on the quality of the services, of other infrastructures, used by the infrastructure to deliver the 
service (see [19]). 

According to the definition of Service oriented approach and the previous preliminary 
remark, we are going to precise the definition of risk, the ontology of risk involved by this 
approach, but first of all, we propose a definition of service. 

2.2.1.1 Definition of Service 

To be able to qualify the CI at this level, we have to define the concept of service and other 
relevant terms used to describe a service. Indeed, we consider that the notion of service is 
not an unambiguous notion. Indeed it can be understood at once as what is delivered by 
the service and what is used to be able to deliver a service. For example, the mail service 
can be either the delivery of mail, either the infrastructure (physical and human) which are 
necessary to collect and deliver mails. These two aspects of service definition in the 
common language leads us to make the difference between the service with ñsò tiny letter, 
which describes what is delivered, and the Service with ñSò capital letter, which describes 
both aspects. Our modelling approach of CIs will be based on the notion of Service. 

This approach is all the more important that the definition of Service has to take into 
account the general framework of risk assessment in MICIE, i.e. to take into account an 
analysis oriented by the QoS. According to IEC 60050-191, the QoS service can be 
defined as ñThe collective effect of service performance which determines the degree of 
satisfaction of a user of the serviceò. The ISO standard adds two notes to precise the 
notion: 

1. The quality of service is characterised by the combined aspects of service support 
performance, service operability performance, serveability performance, service 
integrity and other factors specific to each service. 

2. ISO defines ñqualityò as the ability of a product or service to satisfy userôs needs.[5]  

Several terms of this definition shows that a relevant definition of Service has to treat the 
two aspects of Service (what is a service and what delivers the service). Therefore, in this 
study, we want to define the term of Service, based on the IEC 60050-191 definition of 
service, i.e. ñA set of functions offered to a user by an organisationò, as follows: 

A Service is defined as ñA set of functions or products offered to a user by an organisation 
and the service item necessary to deliver the set of functions or the productsò. 

Note:  

1. A service item can be defined as ñany item which delivers one service to one user 
at least and which can depend on the delivery of one or several other servicesò. 

2. An item or an entity can be ñany part, component, device, subsystem, functional 
unit, equipment or system that can be individually considered. An item may consist 
of hardware, software or both, and may also in particular cases, include people. A 
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number of items, e.g., a population of items or a sample, may itself be considered 
as an itemò [5]. 

3. A service item can be an entire CI which delivers one single service or several sub-
system of a CI which delivers many type of service. 

This type of approach allows defining heterogeneous Service in the same framework and 
describing the interdependencies without taking into account this heterogeneousness. We 
can also note that the same service item can be used in several Services to delivers 
different services, e.g. a computer as a server (physical device which can be defined as a 
service item) can be shared by OS virtualisation in the aim at delivers different types of 
service which can be qualify in different Services. 

Moreover, we can finally note that: If we obliged us to give up the implementation layer by 
the fundamental constraint of heterogeneousness lying in the composite CI system, even 
the technical details could be taken into account however. Indeed, if we consider that most 
of technical devices could be analyse in term of service (e.g. a firewall delivering a filtering 
service), our risk assessment will be able to take it into account. 

2.2.1.2 Classification of interdependency 

As we have seen in the state of art, the classification of interdependency is not unified and 
the two described classifications are based on a structural analysis of the composite CI 
system, Therefore they must be refined in a modelling adapted to a service oriented 
approach and a measurement of the quality of service. We then propose another 
classification which takes as assumptions that interdependency involved in composite CI 
system can be model by decomposing in simple dependent Services linked together by 
unidirectional relationships between Services(noted Service dependency) and by logical 
operators (AND and OR). The classification of interdependency can be reduced in four 
types: 

1. service dependency: a Service A depends of a Service B if the functioning of 
service item(s) of A (in the aim to provide a service) depends on the delivery of 
service of B. 

2. geographical dependency: if the location of two Services is in a same geographic 
area and implies that local event can affect both. 

3. typological dependency: if the same type of information data is shared or same 
type of service item is used. In that case, the corruption of shared data could affect 
both or the malfunctioning (due to operational, accidental or malicious failures) of 
same type of service item could affect both. 

4. Logical dependency: if the state of each depends upon the state of the other via 
some mechanism (especially for legal reasons) that is not a service, geographic or 
typological connection. It is the same definition as [10]. 

These three types of interdependency should be completed by logical operators to take 
into account the logic (called rule of aggregation) with which different inputs (services 
which result of different interdependent Services) feed the targeted Service. 

Before presenting the new definition of risk and the new ontology of risk involved by the 
Service oriented approach, we can classify our approach into the range of modelling 
methodology proposed in the state of art (cf. § 1.2). Our approach can be classify as 

ǐ a type of holistic-reductionist approach, since our definition of Service can include 
as much the large system as single components, and, 

ǐ an input-output approach since we will model the service input and output for each 
Service. 
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2.2.1.3 Definition of risk in the Service oriented approach 

As the last quotation of the MICIE report mentions, the assessment of risk has to take into 
account not only the threats which can exploit one vulnerability (at least) of the Service but 
the consequence of the QoS degradation of interdependent Services. Therefore the 
conventional definition of risk (see Figure 2) must complete by adding the dimension of the 
QoS degradation as the Figure 14 shows: 

 

Figure 14: Risk definition in Service approach 

As we can see on this schema, the degradation of QoS can be considered as, on one 
hand a subclass of the impact class7 for a Service and on the other hand a subclass of the 
threat class for another Service. For example, if the lightning falls on an electric line, the 
impact can be the destruction of the line and the degradation of the line QoS become a 
threat for a Service which depend on this line to be fed. 

The schema can also be used to illustrate the risk cascading phenomena. 

                                                
7
 The relationship between the degradation of QoS and the impact or the threat is noted thanks to 

the generalisation link in UML language . 
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Figure 15: Risk cascading phenomena 

A ñdirectò threat exploits the vulnerability of the service item and impact the Service. It 
implies an increase of the risk level (illustrated by a yellow light). But, at the same time the 
impact leads to a degradation of QoS. If this degradation of QoS becomes a threat, directly 
(if the Service feeds itself) or indirectly (through a chain of interdependent Services), the 
new threat can impact once more the Service and implies a new increase of the risk level 
(illustrated by red light). If nothing is done to stop the vicious cycle of degradation-of-

QoS­threat­impact­degradation-of-QoS etcé, a risk cascading phenomena will 
appear. 

We must also note that a degradation of QoS can induce a degradation of the environment 
or can allow discovering a weakness of one type of service item. It will have to take into 
account somehow for neighbouring interdependent Services. The typological, geographical 
or logical interdependencies, defined in the following paragraphs, will allow considering the 
whole impact of a QoS degradation. 

2.2.1.4 Ontology of risk in the Service oriented approach 

As we have updated the definition of risk according to our Service oriented approach, we 
can redefine the ontology of risk in a Service oriented approach. 

In the Service approach, especially to determine the risk level in a CIs systems, the aim of 
risk ontology (which will include the modelling of risk assessment and risk treatment) is not 
to provide a formal representation to optimise the ROSI but is to provide a formal 
representation to determine optimal condition and alert system to preserve the Service 
level (directly link with the SLA signed with the end-users) and to avoid risk cascading 
phenomena. The central concept of the Security criteria will be the QoS, not only in the 
point of view of end-user, but also in the perspective of the functioning security for the 
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environment and the neighbouring Service. It is for that reason that business asset and 
business constraints will not appear in this ontology, even if some decision will certainly 
have to be taken in this hidden perspective (for the CIs included). 

We would use the risk ontology deployed in the ISSRM model to propose risk ontology for 
Service approach. Then we introduce the central concepts of Service (service and service 
item) which address the asset-related concepts and the QoS according to our previous 
definition of the risk. Our ontology is schematised in the following figure: 

 

Figure 16: Ontology of risk in Service model 

In this ontology, we have decided to connect only the vulnerability to the service item and 
the impact to the service. This chose could be discussed since some impacts could directly 
harm a service item and some vulnerability could seem to be directly a property of the 
service. However, most of time, the vulnerability of a service can be supported by a service 
item vulnerability or by the vulnerability of one of its components, and the impact on a 
service item can be consider negligee if there is no potential impact on the service 
delivered. We can also note that the QoS is defined as an unambiguous characteristic of a 
service and that the degradation of QoS is considered as a subclass of the QoS. 

This ontology allows reporting the two chains of risk surge in the Service model (see 
Figure 17): 

¶ the risk linked to the interdependency (risk on the QoS of the external service, 
which feed the Service). See red arrows on the schema 

¶ the risk linked to the nature of the Service (local risk or targeted risk on security 
item). See the blue arrows on the schema 
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Figure 17: Risk propagating in Service oriented approach 

If we try to identify the potential risk cascading phenomena in the schema, i.e. if we try to 
identify the critical path of risk, which is the concatenation of the blue and red chains, we 
can note that the degradation of QoS of a Service is represented by the impact of a threat 
(or degradation of QoS) on the Service or on another dependent Service. So, we should 
also characterise the vulnerability in the same way than the degradation of QoS, i.e. 
according to the dependability concept. 

Moreover, to avoid the risk cascading phenomena, the Service owner will deploy 
countermeasures to decrease the vulnerability of the Service. He will assess the risk 
according to the Security Criteria, decide a risk treatment which leads him implementing 
countermeasures according to defined Security requirements. In our Service model, the 
assessment of risk will be based on the QoS. Therefore, the countermeasures, (and then 
the Security requirements) must be expressed thanks to a parameters strictly linked with 
the QoS (it will be, as the following paragraph show, the attributes of an extended notion of 
dependability) 

2.2.2 Dependability 

In our study, we want to use the concept of dependability to assess the QoS. As we have 
seen in the state of art, the classical notion of dependability does not address directly the 
whole of the QoS aspects. Therefore we propose first to extend the notion. And, second, 
we show that this extended notion address almost the whole of QoS aspects. We can note 
that the following paragraphs show only the fact that the extended notion of dependability 
addresses the QoS. Only the deployment of provable prototype of tool can show that no 
QoS aspect escape to the dependability notion, i.e. there is bijection between the two 
notions. 

2.2.2.1 Extended notion 

According to the definition of dependability proposed by J.  Hu, P. Bertok and Z.  Tari in 
their paper titled Taxonomy and Framework for Integrating Dependability and Security [12], 
the ISO/IEC 27001 definition, and the definition of Service (see § 2.2.1.1), we will 
reformulate, in the framework of a Service approach, the dependability attributes as follows 
(including the security principle of accountability). At the same time, we add the new 
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security principle of ñauditabilityò which becomes more and more important in legal 
investigation8. 

1. Availability: Readiness for correct Service. The correct Service is defined as service item 
behaviour that is within the error tolerance boundary (i.e. a range within which the error is 
considered acceptable by the Service owner or the user(s)). We can note that, in the 
Service approach, this tolerance is usually part of the Service Level Agreement [SLA]. 

2. Reliability: Continuity of correct Service. It can be express the ability of an item to perform 
a required function under given conditions for a given time interval. 

3. Safety: Absence of catastrophic consequences on the user(s) or the environment. 
4. Integrity: Absence of malicious external disturbance that leads to a corruption of Service. It 

can include the corruption of any service item or any service provided by the Service. 
5. Maintainability: Ability of the Service (at service item level) to undergo modifications and 

repairs in the aim to assure the delivery and the integrity of every services. This attribute 
covers not only the procedure of maintainability but also the means to ensure the 
maintainability of the Service. 

6. Confidentiality: Property that data or information about the Service (as well for service 
items as for the provided services) are not made available to unauthorized persons or 
processes. 

7. Authenticity: Ability of a Service to provide services with provable origin. In other words, 
the service can be verifiably linked to one of service item used by the Service. 

8. Non-repudiation: services provided by the Service cannot be disclaimed later. In our 
model, once a Service provided a service, there is no way to deny it. 

9. Accountability: property that ensures that the services provided by a Service may be 
traced uniquely to this Service. 

10. Auditability: property of a Service that ensures that the logs of services and of service 
itemsô functioning exist and that they may be audited. 

The attributes of this extended definition of dependability can be used to define the QoS 
and finally the risk, if we succeed to address the characteristics of the QoS by mean of 
these previous attributes. 

2.2.2.2 Dependability and QoS 

On one hand, we already know that two characteristics of QoS, i.e. Service accessibility 
and Service retainability, are covered by the availability, reliability, and maintainability 
attributes of dependability. We can note that these characteristics are also ensured by 
safety attributes, since a high level of safety ensure as well as high availability as high 
reliability of a Service. On the other hand, the extended definition of dependability (more 
precise and wider), can allow addressing the others characteristics of QoS (see Figure 18):  

¶ The Service integrity (quality of a Service, once obtained, to be provided without 
excessive impairments) can be addressed, first by the integrity attributes, second 
by the group of attributes including accountability, authenticity, non-repudiation and 
auditability, especially to ensure the legal integrity of the Service, and third by the 
maintainability and the safety attributes to avoid excessive impairments 

¶ The Service capability (quality of a Service to meet a service demand of given 
quantitative characteristics under given internal conditions), is addressed by the 
attributes of availability, reliability, maintainability, safety, confidentiality, and 
integrity, especially thanks to fault removal which can ensure the adequacy 
between the Service level to provide and the internal conditions. 

¶ The Service operability (quality of a Service to be successfully and easily operated 
by a user) is not easily addressed. Indeed, it covers not only the fact that a Service 
must be deployed without errors (i.e. with maintainability and safety qualities) but 

                                                
8
 Cf. European Court of Human Rights, Fourth Section, Case of I v. FINLAND, (Application no. 

20511/03), Judgment, Strasbourg, 17 July 2008. In this decision, the impossibility to audit the 
accessôs log to the database system has been considered as a legal fault for the judged 
organisation. 
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also that it must be used easily. This last quality of operability seems to point more 
towards ergonomic quality of service items for the user(s) than towards 
dependability attributes of the Service. However, if this previous type of quality 
aims to facilitate the operation for a user and finally to avoid mistakes, we can 
consider that the fault prevention, which is a mean to ensure dependability qualities 
of the Service in its design framework, is able to support this quality. 

¶ The Service support (quality of a Service to provide a service and assist in its 
utilization) is addressed by the group of attributes including availability, reliability 
and maintainability. 

 

Figure 18: Relationship between QoS characteristics and dependability attributes 

So the dependability attributes can be used to describe the QoS and then to assess the 
risk in a Service approach. 
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However, to conclude this point of our study, we must also show that every relationship 
based on interdependency between two Services, defined on paragraph Error! Reference 
ource not found., are described, at least, by one attribute of the extended dependability. 
Should the opposite occurs, an interdependent Service cannot be informed of the increase 
of risk level on a linked Service and, so, of the increase of its own risk level because no 
information, especially on risk, could be taken into account in our modelling methodology. 
The Figure 19 shows, for each type of interdependency, the main dependability attributes 
which are supposed to be shared by the interdependent Services to assess their own risk 
level. 

¶ For the service dependency, every conventional attributes of dependability should 
be shared and we could add the authenticity to avoid the threat of the man and the 
middle in the chain of information between two interdependent Services which 
consists in deceiving a Service by transmitting erroneous information on the state 
of an interdependent Service. 

¶ The typological dependency could be linked with lot of attributes. We notice only 
the maintainability, the safety and the integrity since the degradation of a Service A, 
typological dependent of another Service B, will affect directly these properties of 
B, and indirectly the others (availability, reliabilityé). 

¶ Same reason as typological dependency for geographical dependency. 

¶ The logical dependency, especially in the case of legal connexions between two 
Services, depends essentially on the last four attributes of dependability. 

 

Figure 19: coverage of interdependency types by extended dependability attributes 

So, the extended notion of dependability can characterise the meta-language necessary to 
express the risk in a system of interdependent and heterogeneous Services. The capacity 
of the dependability concept expressed here has lead us to build a methodology of risk 
assessment on the three parts of the systematic exposition of the dependability: the 
means, the threats and its attributes. 
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The Figure 20 shows which concepts of the risk ontology in Service model can be 
expressed according to the dependability concept. The schema also shows which type of 
characteristic of dependability concepts are used to express the different concepts. 

 

Figure 20: Dependability as risk meta-language 

The risk meta-language formally defined here will be more precisely described in the 
following chapter of this study; especially we will describe more precisely how to assess 
the different concepts of the risk ontology and how to model the impact of degradation of 
QoS of one Service to another dependent Service. 

2.2.3 The building block of the risk assessment method 

Before describing our risk assessment method, step by step, we propose to give the 
architectural plan of this method according to the ISO 27005 methodology of risk 
management. This plan is composed of several building blocks, which use the notions 
introduce in the two previous part of the assumption of work and which are developed 
below. 

 

Figure 21: Risk assessment for MICIE vs ISO 27005 
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2.3 Risk identification 

This part of our study, which addresses the first step of the ISO 27005 risk assessment, 
describes the main steps to perform the risk identification. We decided to present this part 
not only in a theoretical point of view but also by applying the methodology on the 
composite CI system of IEC (Israel Electricity Corporation). This system consists of three 
interdependent CI at least: the electrical network, the telecommunication network and the 
control network (SCADA). This application to a real case aims to explain more concretely 
the functioning of the method and to apply the graphical and notional notation to a real 
world. 

2.3.1 Service Identification and Service qualification 

The definition proposed in the last section allows describing every Service in the following 
scheme (Figure 22). We can note that the scheme also presents the relations between the 
Service and the ñexternal worldò. 

Schematisation Symbol Service ñAò explanation 

 

 

Service ñAò is composed of a 
service item ñaò which delivers a 
service sa. 

Service ñAò depends on the 
external services which feed the 
service item ñaò and which make 
it able to deliver service sa), on 
local parameters (used to control 
the service item ñaò) and on 
external events which can affect 
the functioning of service item 
ñaò. 

Figure 22: Definition of Service 

This schema allows identifying the three types of threat which may affect the Service: 

1. Dangerous external events 
2. Degradation or corruption of local parameters 
3. Degradation of external services 

This definition of Service also allows describing the CIs system at the relevant level of 
precision and splitting one Service into several Services if we need more granularity, as 
shows the following example. For example, we are going to define the Service of Electrical 
Substation in the IEC network. A first try of identification allows describing the substation 
as follows: 

 

 

Figure 23: - Substation equipped with TELCO 
room. 

Figure 24: - High level Substation Service 
schematisation 
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